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Abstract

This study reports on the first stages of a larger project to develop an ICT-supported cyberbullying prevention
programme that fosters development of children’s communication skills for the safe use of social media. To
establish baseline data on the incidence and growth of cyberbullying in Bogota, Colombia, we applied a Revised
School Violence Questionnaire (CUVE-R) to a population of 1355 fifth-grade pre-adolescents. The results show
that cyberbullying is at an early stage in the surveyed educational institutions, and we make specific
recommendations on developing cyberbullying prevention programmes that foster effective communication and
self-regulatory skills supported by multimodal strategies and ICT tools.
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1. Introduction
1.1 Introduction to the Study

Cyberbullying is considered a form of violence. Although cyberbullying has many of the same characteristics as
other forms of school bullying, it also displays new features, such as anonymity, the possibility of gaining greater
audiences online, and access to online personal information, which can be modified or altered for different
objectives (Fernandez & Cuadrado, 2014; Slonje, Smith, & Frisén, 2013). Cyberbullying is nowadays
recognized as a serious public health problem that affects the lives of many children and adolescents
(Aboujaoude, Savage, Starcevic, & Salame, 2015). Several studies have examined the negative influences of
cyberbullying, such as the humiliation and persecution of teenagers who spend time on social media (Strom &
Strom, 2005; Tokunaga, 2010). In fact, the Internet and, especially, social networking sites such as Facebook
offer adolescent users a perfect platform for negative comparison (i.e. the experience of negative feelings derived
from social comparison) (Frison & Eggermont, 2016), and adolescents do not always know how to handle these
kinds of peer and media pressure. According to Bazelon (2013) and Spies Shapiro and Margolin (2014), the
viciousness of cyberbullying is exacerbated by the depersonalized nature of the interactions (postings), as well as
the widespread use of social media by teenagers. Pre-adolescents who find themselves in cyberbullying
situations do not necessarily have the tools needed to face this type of violence or to develop assertive
communication mechanisms that could help regulate their emotions, express their ideas in an effective manner,
and act appropriately for the context in which they find themselves. Moreover, adolescence is a stage in which
individuals struggle to develop their self-concepts, and many younger adolescents are more likely to present an
inconsistent self when they are exposed to online environments (Fullwood, James, & Chen-Wilson, 2016).
Therefore, educational institutions, school committees and other involved educational agents (including parents,
teachers, stakeholders, counselors, social workers, nurses, IT, transportation, maintenance and administrative
staff) need to be well aware of their students’ needs, raising awareness about the safe use of social media and
proposing mediation and intervention strategies for this at-risk population.

Cyberbullying, as a phenomenon, has been analysed from different perspectives, though in terms of studies on
pre-adolescents (9- to 11-year-olds), there is still much to be researched (Monks, Robinson, & Worlidge, 2012).
Several authors for example (Migliaccio & Raskauskas, 2013; von Marees & Petermann, 2012) suggest
prevention programmes could be made more effective by studying the internal dynamics of groups of teenagers.
Similarly, Swearer et al. (2010) suggest taking an ecological perspective on relationships between the social

52



ies.ccsenet.org International Education Studies Vol. 10, No. 12; 2017

context and its influence on children’s behaviour and development, including such aspects as the role of the
family, the relationship between parents and their children, students’ peers, the school environment, and the
relationship between students and teachers. A more detailed analysis of such aspects could help identify students
who find themselves involved in school violence. These ideas align with those of Palladino, Nocentino, and
Menesini (2012), who found that teenage students who were familiar with a school bullying prevention
programme improved their adaptation strategies for conflict resolution and decreased their use of negative
coping strategies, such as avoidance, which contributes to decreasing the probability of becoming a victim of
bullying or cyberbullying. Such interventions aimed at preventing bullying are necessary given that students who
have been school bullies can develop further antisocial behaviours in the future, especially if the bullying was
physical (Bender & Losel, 2011).

These findings are also validated by Garaigordobil (2017), who found that students with difficulties in handling
conflict resolution assertively can develop antisocial behavior. Two major recommendations are emphasized in
her study. Firstly, there is a need to foster programs that help pre-adolescents develop and assess their capacities
to resolve interpersonal conflicts constructively and to reduce aggressive behavioral tendencies when confronted
with conflicts. Secondly, it is important to analyze the consequences of antisocial behavior related to either
bullying or cyberbullying or actors involved in these (victims, bullies, and/or bystanders). On the other hand, the
examination of potential risk factors associated to phenomena such as bullying and other forms of violence (such
as of dating violence perpetration) is necessary (Foshee et al., 2014). Some of these potential risk factors include
lack of empathy, trait anger, and need for power and control; deficits in emotion regulation and executive
functioning that hinder the development of effective conflict resolution and anger management skills; substance
use; normative beliefs that are accepting of aggression; and exposure to family violence. The analysis of
associations between these variables and aggressive behavior through appropriate analytical techniques could be
beneficial to guide the development of prevention programs towards bullying and dating violence perpetration,
for example (Foshee et al., 2014), as the abovementioned risk factors may increase the likelihood that youth who
bully will become abusive to dating partners (Connolly, Pepler, Craig, & Taradash, 2000).

In a recent study, Hennig, Cuesta Medina, and Malfasi (2017) performed a systematic review of studies on
bullying and cyberbullying in the ScienceDirect database (http://www.sciencedirect.com/) published between
2010 and 2015. These results draw attention to three fundamental areas of research focus: the existence of
bullying and cyberbullying as a latent problem in schools, the prevalence and causes of school bullying, and the
psychological and physical consequences for victims of bullying. This same review also found that some
reassessment of studies on intervention programmes to prevent school bullying may be warranted, given that
such studies generally tend to report positive results in terms of decreasing school bullying behavior (Evans,
Fraser, & Cotter, 2014). Hennig, Cuesta Medina, and Malfasi (2017) also suggest that cyberbullying prevention
programs should be nurtured in pre-adolescence (8-11 years) given that, at these ages (as reported in the
literature), spend more time using the Internet (Fernandez & Cuadrado, 2014), and need to be trained in the
efficient use of information, communication, and socialization resources. Additionally, the authors observe that it
is within this age range that pre-teens are in search of their identities and when socialization peer preferences
powerfully shape the development of their social skills (Zimmer-Gembeck, Waters, & Kindermann, 2010).

The lack of cyberbullying studies conducted locally in public and private schools in Bogotd, as well as the
systematic review performed by Hennig, Cuesta-Medina, and Malfasi (2017), demonstrate the need for further
in-depth research on this topic. Similarly, Rincon and Avila (2014) and Cabra and Marciales (2015) have noted
the dearth of published articles on the issue of cyberbullying in Colombia and Latin America. This must be a
priority concern for educators and administrators, as well as researchers. Particularly, it is necessary to diagnose
the state of cyberbullying in social media and other online environments with the goal of establishing a baseline
to develop prevention programmes that integrate ICTs and the development of communication skills in
pre-adolescents, age during which their online interaction and use of social media is beginning (or at least
increasing) based on the findings of the present study. Moreover, the population involved in cyberbullying must
be clearly defined if an effective prevention programme that integrates ICTs and the development of
communication skills is to be developed and, subsequently, evaluated in terms of its effects on the safe use of
social media and the development of assertive communication skills.

An interdisciplinary process within school communities must be created to establish strategies and prevention
plans at the elementary, secondary, and tertiary levels to reduce the incidence of cyberbullying, and to gauge
plans that can overall prevent health, and affective problems nurtured through the incautious use of social
networking sites (SNS). Previous studies (Sampasa-Kanyinga, Roumeliotis, Farrow, & Shi, 2014) have
investigated the relation between excessive and/or uncontrolled use of SNS and unmet needs for mental health
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support and/or poor self-rated mental health. Other studies have found that youngsters who experience
cyberbullying problems also have difficulties sleeping, recurrent abdominal pain, and frequent headaches
(Sourander et al., 2010); they might also present greater symptoms of anxiety, depression, and suicidal ideation
in comparison with non-victimized peers (Hinduja & Patchin, 2010; Kowalski & Limber, 2013; Schneider,
O’Donnell, Stueve, & Coulter, 2012).

Studies such as those of Ttofi and Farrington (2012) identified high-quality friendships as a protective factor that
significantly moderates the relationship between bullying behavior and externalizing problems. However, further
research on the matter is warranted. The authors argue that it is possible that good reasoning and
problem-solving skills may also reduce the likelihood of school bullying, although no research has yet examined
this possibility. Other studies have explored the effectiveness of gaming in preventing bullying (Rubin-Vaughan,
Pepler, Brown, & Craig, 2011), where one of the strengths of this approach is the individualized nature of games
and the subsequent support given to students in the form of scaffolding to help them develop effective
problem-solving skills, raise awareness and foster positive attitudes.

The present study adds to the existing literature by identifying three core strategies on which prevention
programmes should focus to ensure that health and developmental safety measures are implemented effectively.
The first of these core strategies is the development of empowerment plans supported by the use of multimodal
strategies; the second is the establishment of communication spaces with students; the third concerns the
development of self-regulatory skills, highlighting the value of assertiveness as one of the key components to
enhance these.

2. Method
2.1 Participants

In the initial stage of the project on which the present study reports, the participants were 1355 fifth-grade
pre-adolescents from both public (65.6%) and private (34.4%) schools, from a total population of 41 schools
(n=41) in Bogota, Colombia. A total of 48.4% of the pre-adolescents were male, and 51.6% were female. Most
were between the ages of 9 and 11 years old (88.7%), and the remaining 11.3 % were aged 12 years old or more.
In addition to this, a high percentage (75.2%) lived with only one of their parents. In general, most participants
reported using a computer and/or another electronic device for 1 to 3 hours per day (79.5%) and claimed to have
their own cell phones (68.1%).

2.2 Instrument

We applied the Revised School Violence Questionnaire (Cuestionario de Violencia Escolar Revisado, CUVE-R),
adapted from Alvarez-Garcia et al. (2011). This instrument seeks to gather data on students’ perspectives
regarding school violence. The social and demographic information sought included age, gender, socioeconomic
stratum, and type of institution (public or private). The remainder of the questionnaire consists of 31 Likert-type
items, with a scale of five answer options. Survey respondents had to indicate the extent to which acts of
violence were performed by students or teachers at their institutions. The questions contemplate eight different
factors: violence by teachers against students, indirect physical violence by students, direct physical violence
between students, verbal violence between classmates, verbal violence by students against teachers, social
exclusion, disruption in the classroom, and violence through ICTs. Results from the questionnaire produced a
Cronbach’s alpha of 0.924, suggesting a relatively high level of internal consistency for the questionnaire items.

2.3 Procedures

This mixed-method study complied with all ethical standards appropriate to the field and studies of this kind. For
the purposes of this initial phase, the results concerning the quantitative phase will be reported. The
questionnaire was administered between February and May 2015 in 41 educational institutions from which
written consent had been obtained from both principals and parents. The study made use of purposive sampling
to facilitate the identification and selection of information-rich cases for the most effective use of limited
resources (Patton, 2002) and involved the identification and selection of groups of individuals that were
especially knowledgeable about or experienced with the phenomenon of interest (Creswell & Plano Clark, 2011).
Of the 57 invited schools from Bogota, Colombia, 41 were selected and included in the study, based on their
availability and willingness to participate (Bernard, 2002; Spradley, 1979). The remaining 16 institutions
refrained from participating, either due to conflicts in school scheduling, disconnection with the main research
topic, or due to ongoing participation in studies of other kinds. From the total of 20 neighborhoods in Bogota, we
ensured 17 were represented in the present study. It was not possible to work with schools from the remaining
three neighborhoods for the purposes of this study. Visits were made to all the institutions during regular school
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hours to implement the questionnaire. The neighborhoods with the greatest participatory representation in the
sample were those of Suba (26%), Ciudad Bolivar (13.5%), and San Cristdobal (10.5%) (see Table 1).

Table 1. Number of responses and percentage of total responses by neighborhood

Neighbourhood Number Percentage  Percentage valid Percentage cumulative
Antonio Narifio 64 4.7 4.7 4.7
Bosa 42 3.1 3.1 7.8
Candelaria 1 0.1 0.1 7.9
Chapinero 21 1.5 1.5 9.4
Ciudad Bolivar 183 13.5 13.5 23.0
Engativa 27 2.0 2.0 249
Fontibon 76 5.6 5.6 30.6
Kennedy 2 0.1 0.1 30.7
Los Martires 41 3.0 3.0 33.7
Rafael Uribe Uribe 90 6.6 6.6 40.4
San Cristobal 142 10.5 10.5 50.8
Suba 352 26.0 26.0 76.8
Sumapaz 1 0.1 0.1 76.9
Teusaquillo 11 0.8 0.8 71.7
Tunjuelito 84 6.2 6.2 83.9
Usaquén 98 72 7.2 91.1
Usme 120 8.9 8.9 100.0
Total 1355 100.0 100.0

2.4 Data analysis

The data were processed using IBM SPSS Statistics 23 software (IBM Corporation, Armonk, NY, USA). Firstly,
the frequencies for all questions—both those concerning sociodemographic data and the Likert scale
items—were calculated; percentages, means (Ms), and standard deviations (SDs) for responses to each of the
questions were also calculated. Secondly, this data was analyzed for relationships between violence through ICTs
(cyberbullying) and traditional violence, and the Pearson’s correlation between Factor 8 (violence through ICTs)
and the remaining factors in the questionnaire was also calculated. Furthermore, the means and standard
deviations for each factor were calculated with the goal of determining the most common types of violence.

3. Results
3.1 Emergence of violence through ICTs: Cyberbullying

According to the results from the CUVE-R questionnaire, violence through ICTs tended to present itself seldom
or never—which in fact justifies the rationale for developing a cyberbullying prevention program. The type of
violence through ICTs that was reported most often involved students filming peers or teachers to mock them.
8.2 % of the surveyed students of students reported having witnessed this behaviour sometimes (see Table 2).
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Table 2. Percentages of responses to the questions for Factor 8 on violence through ICTs (N=1355)

4
1 2 3 5
Questions for Factor 8 (Violence through ICTs) . (Many
(Never) (Seldom) (Sometimes) . (Always)
times)
There are students who film or take photos of teachers with their cell
82.8 10.6 3.2 1.7 1.6
phones to mock them.
Some students send messages to classmates through social media
L . . 71.8 16.9 5.6 2.6 3.1
(Facebook. etc.) that are offensive, insulting, or threatening.
Some students film or take photos of classmates with their cell phones
62.0 232 8.2 3.4 32
to mock them.
Students post offensive photos or videos of teachers online. 88.2 7.2 3.0 0.4 1.2
Students post offensive photos or videos of their classmates online. 78.8 12.7 4.9 1.9 1.7

3.2 Relationship between Violence through ICTs/Cyberbullying and Traditional School Violence

The type of school violence that was most frequently reported involved disruptions in the classroom, with a
mean of 2.33, followed by verbal violence between students, with a mean of 2.29. Violence through ICTs was
the type of violence least frequently reported, with a mean of 1.39. The data show that the type of institution
(public and/or private) did not affect the presence of violence through ICTs/cyberbullying (see Table 3).

Table 3. Means and standard deviations for student answers to the CUVE-R by factors (N=1355)

Factors analysed M SD
Factor 1. Violence by teachers against students. 1.58 0.95
Factor 2. Indirect physical violence between students.  1.67  0.95
Factor 3. Direct physical violence between students. 2.05 1.11
Factor 4. Verbal violence between students. 229 1.12

Factor 5. Verbal violence by students against teachers. 1.47  0.81

Factor 6. Social exclusion. 1.76  1.09
Factor 7. Disruption in the classroom. 233 112
Factor 8. Violence through ICTs. 1.39  0.82

Table 4. Correlation of responses to questions for Factor 8 (Violence through ICTs) by type of institution
(N=1355)

Questions for Factor 8 (Violence through ICTs) Correlation Stgrrli)arrd
There are students who film or take photos of teachers with their cell phones to mock them. -0.064 0.024
Some students send messages to classmates through social media (Facebook. etc.) that are 0,035 0.026
offensive, insulting, or threatening.

Some students film or take photos of classmates with their cell phones to mock them. -0.038 0.026
Students post offensive photos or videos of teachers online. -0.066 0.023
Students post offensive photos or videos of their classmates online. -0.045 0.026

Note. The Pearson correlations obtained for both public and private institutions were negative, as shown in Table
4.

4. Discussion

In terms of the frequency violence occurring through ICTs, the findings indicate that cyberbullying is only just
beginning to occur in the surveyed schools. This result justifies the implementation of the project’s second stage,
which seeks to design and evaluate the efficacy of a cyberbullying prevention programme that contemplates the
integration of ICTs and the development of communication skills. Taken together, the findings from both this
study and previous studies show that it is necessary to develop prevention programmes that empower students in
face of intimidation on social media and other online environments (Migliaccio & Raskauskas, 2013), especially
considering that physical and verbal violence in schools tends to translate into online violence (Foshee et al.,
2014). Although decreases in school bullying generally have sometimes been reported in schools where the issue
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has been addressed directly in the classroom by teachers, most researchers strongly favor the design of
prevention programs targeted specifically at cyberbullying (Couvillon & Ilieva, 2011; Kiriakidis & Kavoura,
2010; Williams & Guerra, 2007). Additionally, school bullying prevention programmes that focus on effects for
both the victims and perpetrators can have a variety positive effects both for the school environment and for the
individual (Yaakuba, Haron, & Leong, 2010). In any case, identifying the presence of cyberbullying and
examining possible correlations between types of and factors affecting school violence are necessary steps in the
kind of comprehensive needs analysis needed to help educational agents and stakeholders better comprehend
their educational communities and, thereby, develop more effective cyberbullying prevention plans and
long-lasting protective environments for pre-adolescents, their peers and their families.

In the present study, the percentages of students witnessing cyberbullying sometimes, many times, or always
were low in comparison with comparable findings from other contexts (Alvarez-Garcia et al., 2011). In terms of
violence through ICTs and their relationship with other types of school violence, the data presented in Table 2
shows that, in the present study, the most frequently reported kind of violence was disruption in the classroom,
while violence through ICTs was the least frequently reported. Given that the target population is still at a stage
in which their use of ICTs is only just beginning to increase, this finding lends further support to the value of
designing and implementing prevention programmes that help them learn how to use ICTs efficiently, following
target protocols and standards of discretion, security and privacy, so as to protect their—and others’—personal
welfare. However, we argue that pre-adolescents who find themselves (or are prone to be) in cyberbullying
situations could be better prepared to face this threat by training them for a response plan that includes but is not
restricted to actions such as seeking adult support (from parents, relatives, or teachers); dialoguing and reporting
attacks to adults and/or governmental organizations through available contact pages and/or applications (such as
http://www.teprotejo.org/index.php/es/denuncie-ciberacoso); hiding, deleting, and/or deactivating Internet/social
media account features so as eliminate or reduce unsolicited/unwanted communications; being communicatively
assertive; and making effective and timely decisions. Although our study suggests the implementation of these
strategies, further research is needed to determine their effectiveness, pinpointing the most efficient ways of
providing training in such prevention and response plans. We hold the belief that pre-adolescents must first both
gain understanding and awareness of what cyberbullying entails as well as be trained in doable ways to face the
risks. Early prevention programs focused on the development of target communication (focused on the
development of assertiveness) and self-regulatory skills could prove beneficial to enhance gradual empowerment
to face the phenomenon.

A way to start gauging the development of assertive communication mechanisms needed to help pre-adolescents
to regulate their emotions and recognize potential opportunities and risks would be by focusing on the
differences between communication styles: passive, aggressive, passive aggressive, and assertive.
Pre-adolescents need to be cognizant of the distinctions between the types and actions characterising those styles
to be able to understand that the first three risk the safe expression of feelings, the protection of individual rights,
and individual tolerance—aspects that ultimately interfere with positive and functional interpersonal
relationships. Additionally, prevention programs should examine ways to develop skills such as self-efficacy and
self-confidence, which can assist pre-adolescents in establishing safe, sensitive, protective environments and
supportive relationships, as well as in enhancing their management of conflict-resolution as might be called for
in the event of a cyberbullying attack. Based on the results of this study, possible targets for prevention and early
intervention should be oriented towards the training of students to manage conflict and to foster self-efficacy
skills in the facing of cyberbullying. The more they believe they can front these threats, the more assertive and
resourceful they could be in finding effective response strategies to resist to victimization and perpetration
situations. Through sensitization, awareness-raising (Barkoukis, Lazuras, Ourda, & Tsorbatzoudis, 2016),
exemplification, and constant monitoring and assessment of authentic cyberbullying cases (Hemphill & Heerde,
2014) (both at home and school environments) learners could be gradually empowered to manage and face the
risks and to take stands when necessary.

5. Conclusion

Based on the results of the present study, we propose three recommendations for designing and implementing
cyberbullying prevention programmes to support the development of appropriate communication skills and uses
of social media. Firstly, prevention programs to be included in curriculum design should make use of
empowerment plans and interventions that contain self- peer-, and group-assessment activities, as well as
multimodal strategies and ICT tools with emphases on security, privacy and identity issues including (but not
necessarily restricted to) classroom videos and discussion groups, online discussion forums, role-plays, and
online social media simulators, such as Edmodo (a free social learning network that facilitates teachers and
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students’ communication, interaction and the sharing of resources). The usage of such resources would allow
more realistic practice of ICT skills in controlled environments.

Secondly, it is important to create spaces for communication with students as a method of preventing acts of
violence that could result at least partially from a lack of spaces for students to express themselves and to be
recognized by their social groups. Thus, classrooms should be viewed as scenarios in which students are trained
to develop empathy (Ang, 2015) and assessed to develop and boost their self-recognition, resiliency, emotional
regulation, repair, and group cohesion skills so that they feel valued for their thoughts and behaviours. Being
better equipped in these respects would help them be better able to face cyberbullying assertively, but without
resorting to acts of violence of their own to acquire a group identity.

Thirdly, students need to learn that self-regulation is also mediated by the action of group influences and to
understand that social and individual processes occur concurrently though the representation of different
systemic levels (Volet et al., 2009). Thus, in examining co-regulatory factors and conditions that enable
individuals to control their learning and contribute to their group’s ability to control theirs, learners also gain
expertise in controlling their actions. Hence, educators and researchers should focus on the analysis of discourse
practices co-constructed by the community’s participants (Nolen & Ward, 2008) when scrutinizing what lies
behind individual reflection and action levels. All in all, the more skills students acquire to be emotionally
assertive and self-regulated, the more empowered they will feel as they continue to develop their social
interaction skills, using technology to support their daily lives—and not the other way around.

Limitations on the study included bureaucratic restrictions on working with some schools, as their directing
boards only permitted them to enroll in projects that were sponsored/cofounded by governmental bodies,
specifically the Ministries and Secretariats of Education and/or (especially in the case of private schools) local
and national school-board associations. Our team of researchers invested large quantities of time in contacting,
visiting, and persuading school representatives of the benefits of the project and the importance of gauging
prevention programs in their schools in response to the cyberbullying phenomenon. In future studies of this kind,
the researchers suggest establishing contact with these entities in early phases to mitigate such difficulties.
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