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Abstract

Ransomware is the fastest growing malware threat and accounts for the majority of extortion based malware threats
causing billions of dollars in losses for organizations around the world. Ransomware is a global epidemic that
afflicts all types of organizations that utilize computing infrastructure. Once systems are infected and storage is
encrypted, victims have little choice but to pay the ransom and hope their data is released or start over and rebuild
their systems. Either remedy can be costly and time consuming. However, backups can be used to restore data and
systems to a known good state prior to ransomware infection. This makes backups the last line of defense and most
effective remedy in combating ransomware. Accordingly, information security risk assessments should evaluate
backup systems and their ability to address ransomware threats. Yet, NIST SP-800-30 does not list ransomware as
a specific threat. This study reviews the ransomware process, functional backup architecture paradigms, their
ability to address ransomware attacks, and provides suggestions to improve the guidance in NIST SP-800-30 and
information security risk assessments to better address ransomware threats.

Keywords: information systems, information system security, risk assessments, computer security, ransomware,
computer security, computer information systems, backup, disaster recovery, business continuity

1. Introduction

An information security risk assessment is the process of performing an objective analysis of the effectiveness of
a firm’s security controls in protecting assets and then determining the likelihood of loss that could be incurred by
those assets (Landoll, 2012). Guidance for conducting risk assessments is provided by the United States
Department of Commerce’s National Institute of Standards and Technology (NIST) Special Publication (SP) 800-
30 (NIST, 2017a).

An important part of risk assessment is examining systems, networks, and information storage solutions (Landoll,
2012). Backup systems are especially important because they are the foundation for recovery and the last line of
defense for many critical threats. However, the guidance provided by NIST SP 800-30 is high-level and does not
provide sufficient detailed information to assess whether backup systems are fully protected or set up to effectively
protect assets against threats.

For example, the word “ransomware” does not appear in NIST SP 800-30. Ransomware, though, is growing rapidly
and becoming one of the most significant threats to data and system availability (Allen, 2017; Collier, 2017; Lelii,
2017; Mansfield-Devine, 2016). This paper explores the potential of ransomware as a generalized threat and how
backup evaluations in information security risk assessments might be strengthened to better assess their readiness
to address this threat.
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2. Methodology

The methodology for this study was a combination of a literature review and review of technology consulting best
practices. The literature review was conducted according to guidelines of a systematic method of reviewing
literature that included the following steps (Jesson, Mattheson, & Lacey, 2011):

1) Using a scoping review to conduct field mapping

2) Comprehensive searches

3) Extracting the data

4) Synthesizing the data

5) Reporting on the findings and authoring a discussion

A research plan was designed using research questions, keywords, and sets of both inclusion criteria and exclusion
criteria. The goal of this study was to explore how backup system evaluations in information risk assessments, as
guided by NIST SP 800-30 (NIST, 2017a), can be improved to address the generalized ransomware threat. The
research questions were as follows:

1) What is the ransomware threat?

2) How pervasive is the ransomware threat?

3) What guidance does NIST SP 800-30 provide for backup evaluations in information security assessments?
4) How might the guidance in NIST SP 800-30 be strengthened to help address the ransomware threat?

Keyword searches were utilized to identify relevant peer-reviewed literature and industry data. Sources for
research comprised online research libraries and associated databases such as ProQuest and Google Scholar, along
with general searches of the Internet. After all data were compiled, they were analyzed, and findings were reported
and analyzed.

3. Literature Review

Information security risk assessments are the primary tool for organizations to assess their security and viability
to combat generalized threats (Landoll, 2012). Ransomware is a generalized threat that affects the global
community (Lelii, 2017; Mansfield-Devine, 2016). Ransomware attacks are increasing at an astonishing rate and
now account for the vast majority of extortion-based malware attacks (Thomas, 2017a). NIST SP 800-30 is a
primary tool for providing guidance to information security risk assessments (Landoll, 2012; NIST, 2017a). Yet,
NIST SP 800-30 does not mention the word ransomware.

3.1 The Ransomware Threat

Ransomware is a form of malware that can attack computers from many different avenues, such as users opening
infected emails, users opening infected email attachments, users clicking on bad or malicious links, or by means
of social engineering tactics like phishing or instant messaging (Allen, 2017). Ransomware is a pervasive threat
that has been growing for many years (Collier, 2017; Mansfield-Devine, 2016; Richardson & North, 2017).
However, in the last few years, the growth of ransomware has proved nearly epidemic. For example, the WannaCry
ransomware attack affected more than 100,000 organizations (Lelii, 2017). Another cyber-attack against more than
60 trusts in the United Kingdom’s National Health Service bred violently to over 200,000 computers in over 150
countries in a very short time (Collier, 2017).

Further complicating the situation, ransomware attacks designed to target only a specific set of systems or
technology can quickly expand out of control to hit the international and global stage, such as the Petya
ransomware targeting M.E.Doc tax accounting software users in Ukraine, which landed in at least 64 different
countries by the time it was stopped (Ghosh, 2017). These attacks caused chaos—facilities could not gain access
to patient records, surgeries were delayed or canceled, and ambulances had to be diverted to different facilities.
Just over 50% of trusts in the National Healthcare System (88 of 260) fell victim to ransomware for the last half
of 2015 and well into 2016. Ransomware is a form of malware that can attack computers from many different
avenues, such as users opening infected emails, users opening infected email attachments, users clicking on bad
or malicious links, or by means of social engineering tactics like phishing or instant messaging (Allen, 2017).

3.2 The Evolution of Ransomware

While the public may perceive correctly that ransomware is a significant threat, it may also assume mistakenly
that it is a new threat. However, ransomware is an established threat that has evolved over time. Ostensibly, the
first appearance of ransomware was in 1989 when the AIDS Trojan, also known as the PC Cyborg, appeared
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(Longstaff, 1989). This early ransomware virus was distributed on 20,000 5.25 disks to conference attendees at an
AIDS conference hosted by the World Health Organization (KnowBe4, 2017).

The disks were labeled, “AIDS Information — Introductory Diskettes.” A pamphlet was also included with the
disks, stating that the disk could adversely affect other applications, that damages and compensation would be
owed to the PC Cyborg Corporation, and that computers would cease to function normally (KnowBe4, 2017).
Figure 1 depicts the original ransom notification screen.
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Figure 1. Original AIDS Trojan ransom notification, adapted from KnowBe4 (2017).

The AIDS Trojan kept track of the number of boots experienced by an infected machine, and on the 90th boot
cycle, the ransomware locked or encrypted files and hid directories on the main hard disk. The process for regaining
access to the system was for the owner to pay a ransom of $189 to the PC Cyborg Corporation in Panama. Tools
were developed quickly to decrypt user data.

Ransomware has evolved over the years, with three general paradigms now seen most often: (a) locking up screens,
(b) encrypting files, and (c) bluffs that have no real threat. In each case, the software asks affected users to pay a
ransom in exchange for having the malware removed (Richardson & North, 2017). Ransomware is becoming more
prevalent and now is the largest type of extortion malware attack (Symantec, 2016). The evolution of attack types
can be seen in Figure 2, which includes data from the 11-year period of 2005 to 2016.
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Figure 2. Ratio of types of attacks, 2005 to 2016, adapted from Symantec (2016).
The first major variant in deceptive user interaction that preceded modern ransomware was misleading applications,
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appearing in 2005 as third-party spyware removal and system performance enhancement utilities (Savage, Coogan,
& Lau, 2015). Programs such as SpySheriff and PerformanceOptimizer affected Windows PCs and Mac OS X
machines. For $30 to $90, these programs offered to fix problems that often didn’t exist. Later in 2005, a full
transition occurred to crypto ransomware, and the first group ransomware threats resembling modern crypto
ransomware appeared, such as Trojan.Gpcoder (Symantec, 2017).

The next phase of extortion malware attacks was fake antivirus (FakeAV) programs in 2008 (Savage, et al., 2015).
These programs subjected users to specific misleading applications that were very aggressive (Majauskas, 2009).
They displayed numerous errors and offered to fix them for $40 to $100. Some asked for fake multiyear
subscription fees. Some users proved more sophisticated and removed the software, which lowered the return on
investment (ROI) for FakeAV efforts. Figure 3 depicts a screenshot of the Nortel Antivirus FakeAV program.
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Figure 3. Nortel Antivirus screenshot, adapted from Majauskas (2009)

Locker ransomware rose to prominence in 2011 to address the ROI challenges of FakeAV (Savage et al, 2015).
Locker ransomware was more disruptive than FakeAV, with a definitive call to action. Locker ransomware “locked”
users out of the computer by denying access to the computer. Additionally, locker ransomware had a higher price
point for relief, generally charging from $150 to $200. The early dedicated locking malware programs were based
on the Trojan.Randsom.C paradigm, spoofing itself as Windows Security Center, Microsoft Security Essentials
and other valid OEM-based security tools (Richardson & North, 2017). Figure 4 is a screenshot of locker
ransomware spoofed as Microsoft Security Essentials.
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Figure 4. Screenshot of ransomware spoofed as Microsoft Security Essentials, adapted from Bilbao (2015)
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Locker ransomware evolved from offering to remove fake errors to creating problems (Savage et al., 20150.
Eventually, the facade was dropped altogether, systems were locked, and payment was demanded to restore access.
Modern ransomware can be installed without user interaction, but social engineering is still prevalent as a means
of enabling infection (Brewer, 2017; Savage et al., 2015). Once the pretense of fixing problems was dispatched,
cyber miscreants became more bold and brazen: various storylines for attacks arose such as posing as law
enforcement agencies, identifying illegal data on machines, and demanding instant payment of fines to restore
access. Though locker ransomware was more effective than previous versions of extortion malware attack, it was
still easy for savvy users to remove it with security software, added to the fact that general awareness of threats
was growing (Savage et al., 2015).

The growing visibility of malware threats, known as path to removal, as well as need for a stronger value
proposition (need to pay), led to the development of modern crypto ransomware. Since 2013, there has been a
strong pivot back to crypto ransomware (Savage et al., 2015). In fact, crypto ransomware accounted for 95% of
all extortion malware threats in 2016 (Symantec, 2016). When executed with sufficiently sophisticated encryption,
victims do not have the option of freeing up their data in timely manner; they must pay the ransom or restore from
backup (Thomas, 2017a). The average crypto ransomware request is about $300 per machine (Savage et al., 2015).

Ransomware that encrypts files is particularly debilitating to business firms (Brewer, 2017; Mansfield-Devine,
2016; Richardson & North, 2017). Encrypted files inhibit computer system ability to access the operating system,
critical software, and important data (Collier, 2017). Once the system is infected, the ransomware spreads through
network connections, shared credentials, and shared storage systems—essentially shutting down the infrastructure
necessary to conduct business and process business transactions (Richardson & North, 2017). Experts suggest that
comprehensive backup solutions compartmentalized by department and time are required to effectively combat
ransomware (Lelii, 2017; Richardson & North, 2017). Compartmentalization does not imply that each department
needs to have its own backup infrastructure and technology; indeed, a sprawl of that nature would debilitate the
effective corporate response to a ransomware attack and may lead to less secure backup infrastructures, thereby
increasing the risk for a widespread ransomware infection. Compartmentalization needs to exist within the
enterprise backup infrastructure such that each department has its own set of backup definitions and save sets so
that it is easy to identify which systems to restore and from which set of backups.

Enterprise backup solutions provide mechanisms to separate, in a manner similar to an “air gap,” the storage used
by the backup system from the storage readily accessible by the servers themselves. Any storage that is readily
accessible by infected servers is a target and can be violated; therefore, keeping the backup storage separate and
distinct from normal user file storage is key to properly recovering from a ransomware situation.

3.3 How Ransomware Spreads

The process by which ransomware spreads consists of five individual phases (Figure 5 and Table 1) (Brewer, 2017).
These phases move from initial exploitation of a secured network to encrypting data and making demands for
payment. Each phase is distinct, but not every attack includes facets from every phase.

Backup
Attack

User

Infection Delivery Notification

Encryption

Figure 5. The ransomware process

Table 1. The Five-Step Ransomware Encryption Process

Phase Name Description

During this phase, the network of computing infrastructures is infected. Generally,
ransomware makes its initial entry in the system by means of spam email, phishing
attack, or an exploit kit. During this stage, the vulnerabilities of human users are
exploited. Lapses in user awareness and training and failure to follow corporate

Phase 1 Infection
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security policy provide the ransomware entrance into the computing infrastructure
(Allen, 2017; Brewer, 2017).
Delivery and execution of the ransomware occurs in this phase by means of seeding
an executable file into the initial system. Once the executable file is set, persistence
mechanisms are established. These mechanisms alter the registry keys to protect the
Phase 2 Delivery ransomware and hide it so that it is persistent and restarts itself, even after system
shutdown. This enables the ransomware to encrypt files at a later date without
requiring any other actions on the part of the user or the ransomware command-and-
control center (Brewer, 2017).
Shortly after delivery and execution, the ransomware looks for local backup data and
deletes them. This prevents immediate backup as a resolution to the ransomware
incident. This is a self-defense mechanism for the ransomware to ensure its
effectiveness and to facilitate payment. Cryptolocker and Locky, two ransomware
variants, execute commands to remove all shadow copies from infected systems.
Other variants search for folders holding backup files and remove them (Brewer,
2017; Harnedy, 2016).
After backups are removed and the stage is set, encryption begins. Additionally, the
ransomware looks for network connections and for access to other systems that the
user has access to write to. The ransomware starts the process of secure key exchange.
During this step, encryption keys are established on the local system. Original forms
Phase4  Encryption of ransomware included the encryption keys as part of the application itself, making
it very easy for security researchers to identify the encryption key and unencrypt the
information for users. The encryption time required also varies based on computing
infrastructure characteristics, such as file size, network characteristics, and number
of connected devices (Allen, 2017; Brewer, 2017).
During this phase, the ransomware notifies the user of infection, demands payment,
User and present§ instructigns for pgyment. Generally, the user is g?ven a timeframe for
Phase 5 Notification payment, with escalating penalties/ransom payments for not paying. After the ransom
is paid, the ransomware cleans itself from the system and tries to remove any evidence
that might be identified by forensic investigators (Brewer, 2017; Lelii, 2017).

Backup

Phase 3 Attack

Though early encryption was simple, ransomware encryption evolved such that ransomware creators started to use
a form of public-key encryption, which is much more secure and ensures that the encryption key can’t be found
on the system; that tended to be very slow, however, and was also easily defeated by stopping the ransomware in
its tracks before it encrypted much of the system (Richardson & North, 2017). Ransomware has further evolved
into a combination of shared-secret traditional encryption using fast algorithms such as the Triple Data Encryption
Algorithm and Advanced Encryption Standard combined with a public-key system that encrypts the encryption
key so it can’t be found. This methodology has two basic paths: (1) using a command-and-control system to
provide the public key to use to encrypt the shared-secret encryption key and (2) embedding the public key into
the application itself. In the former case, the encryption cannot be truly secured (e.g., encrypting the shared-secret
encryption key) until the system can connect with the command-and-control center, and in the latter case, all
attacked systems will share the same public key so that once the private key is provided to users who have paid
the ransom, the private key can then be shared for all others attacked similarly. Often, the system is tagged with a
unique identifier given to the user for payment of the ransom. Encryption methods vary by the type of ransomware
infecting the system.

3.4 Backup Paradigms

Backing up is the process of making additional copies of data so that they can be restored at another time (Laudon
& Laudon, 2016). There are several processes related to data protection that business managers might consider
backup. These include (a) traditional backup, (b) continuous data protection (CDP), and (c) replication. Each of
these functions seeks to make data available when needed (Evans, 2014).

Traditional backup is the process of copying files, generally by means of a backup program to a secondary area
and storage medium on a periodic basis, which is typically daily, weekly, and monthly (Evans, 2014). The data
generated from these daily/weekly/monthly backups are then kept for a specific period of time, often as far back
as seven years, depending on business requirements. This process creates an entirely new copy of the data at a
specific point in time and can be used to reconstruct a system or its data back to that specific point in time. Backup
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strategies generally look at two metrics, recovery point objective (RPO) and recovery time objective (RTO).

S

v ————

S S’
Servers Data Data

Backups make copies of data at a given timepoint to another location.
Figure 6. Diagram of traditional backup paradigm, adapted from Thomas (2017b)

RTO is the standard metric to determine the time it takes to effect a restore after an issue or event (Mugoh, Ateya,
& Shibwabo, 2011). RPO refers to the point in the system’s history or its state at a given time that needs to be
restored, e.g., three hours ago (Mugoh et al., 2011). Together, these two metrics establish the business need for
restoration/recovery. They answer the questions of how long it takes to get the system back up and what the system
should look like when it returns to service.

Remote data replication, otherwise known as snapshot replication, which is often assumed to be backup, is the
process of replicating a point-in-time state (snapshot) immediately or with a short delay over a distance (Evans,
2014). This process seeks to keep a current copy of the most recent data available in a geographically dispersed
location, ostensibly for more rapid recovery in the event of a disaster. This strategy is commonly used in business
continuity plans. However, in this paradigm, changes are replicated immediately. Files deleted or encrypted on the
source will be deleted or encrypted on the target immediately or shortly thereafter. Consequently, this form of data
protection should not be considered a backup, but rather a replication mechanism to support business continuity.

Another form of protection commonly equated with backup is CDP. CDP can be considered a more comprehensive
form of replication, where the target seeks to keep track of all changes as they occur with a limited rollback period
(Evans, 2014; Mugoh et al., 2011). However, because of the massive amount of detail required to keep track of
these transactions, storage can very rapidly become very expensive. Like replication, changes in the source are
quickly replicated on the target—including deletions, corrupt files, and ransomware-encrypted data.

Both of these forms of data replication support high availability, eliminating a single point of failure, and are
entirely suitable for “business continuity” aspects of disaster recovery, but are not suitable as “backup” (Thomas,
2017b). Commonly, the data cannot be kept for an extended period of time, either on the source or the destination,
if there is a high amount of data volatility due to the storage footprint required for extended periods. Because both
these paradigms replicate deletions, defects, and infected data, they are unsuitable as a defense against ransomware.

SN—
N
S—

Cloud
Services Servers Data
&
&
p
Cloud Data

Services Servers

Rather than copying data directly, high availability eliminates single points of failure with redundant
equipment.

Figure 7. Diagram of high availability paradigm, adapted from Thomas (2017b)

3.5 NIST SP 800-30 and Ransomware

NIST SP 800-30 provides guidance for conducting information security risk assessments (NIST, 2017a). Within
its pages, there is a myriad of information for security professionals, including types of threats, actions to take
against threats, methods for determining risks, etc. However, NIST SP 800-30 does not contain the word
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ransomware within its pages (NIST, 2017a). Table E-2 in NIST SP 800-30 identifies phishing attacks and spear
phishing attacks as possible threat events. Often, these types of attacks, more commonly referred to as “malware,”
precede ransomware infection or can be the mechanism of a ransomware infection starting (Richardson & North,
2017). Malware is mentioned in NIST SP 800-30, but ransomware is not.

4. Discussion

One of the principal dangers of ransomware is that it takes advantage of access controls and storage file sharing to
propagate itself (Richardson & North, 2017). Another issue with ransomware is that it can lay dormant for some
time before activating (Brewer, 2017), meaning it can avoid detection until it has established enough of a foothold
to prove significantly malicious. If data are being protected and stored for only a short period of time, as is the
case with replication and CDP-based mechanisms, that data might be compromised because the threshold of
snapshot retention is easily overrun and no record exists of a time without having the ransomware infestation
(Thomas, 2017a).

For example, if a system using real-time replication were infected with ransomware, the ransomware would be
replicated to the target immediately. If the ransomware then encrypted large amounts of storage on the system or
all the data on the system, the “backup” created by that system of replication would be immediately transferred to
the replicated data (Allen, 2017; Evans, 2014). The data encrypted by the ransomware would be the backed-up
data, essentially making the backup useless because it would be encrypted and inaccessible, just like the original
data trying to be protected or backed up. CDP would have the same problem, but because of its nature, CDP might
be able to go back a few versions or a few hours. However, since ransomware rarely exposes itself immediately,
seeks to prevent its removal, and propagates to other storage and systems, it is unlikely that anyone would notice
the ransomware infection and take action in a few hours (Brewer, 2017).

This makes traditional backup a strong tool for dealing with ransomware once a system becomes infected (Allen,
2017; Lelii, 2017; Richardson & North, 2017). One can go back into many versions of backups, even as far back
as a month previous. If someone gets infected by ransomware and they do not wish to pay the ransom, they can
work to find a system state free of ransomware at a specific point in time. Once this point in time is identified, that
system state can be restored and operations can resume free of the ransomware. The length of time to recover from
a ransomware attack varies, but is ultimately tied to the amount of storage media (e.g., disk or tape) used by the
backup system and, with more modern backup technologies, the rate of daily change (delta) in the underlying data
itself. This change rate means that only those files changed each day are backed up, also known as an incremental
backup. Incremental backup can also be used as a “canary in the coal mine” process: if an environment suddenly
experiences a significantly higher change rate in a nightly backup, this is indicative of many more files being
changed in that day than is considered normal, such as would occur during a currently undetected ransomware
attack.

For these reasons, the author recommends that NIST SP 800-30 consider ransomware-specific threats a generalized
threat, as it does phishing and malware, and that content be added to address ransomware specifically. Further,
backup evaluations should consider the paradigm of backup (traditional versus replication versus CDP) so they
can address this dangerous generalized threat. Also, although it is beyond the scope of this short work, other NIST
publications related to SP 800-30 should be updated appropriately to address ransomware. For example, guidelines
such as NIST SP 800-115, The Technical Guide to Information Security Testing and Assessment (NIST, 2017b),
should consider adding ransomware-specific information.

The current version of NIST SP 800-115 suggests three types of assessment methods: interviewing, examination,
and testing. Perhaps another type of interaction should be considered: best practices comparison. Where
generalized threats, particularly in the information technology area, are known to exist, functions that operate
against these threats might be compared against best practices. An example of this might be the backup paradigm
discussion in this paper. Firms without the traditional backup paradigm and no multiple RPO strategy cannot
rebuild data and systems to recover from a ransomware attack. They either have to pay the ransom or lose precious
data and productivity (Evans, 2014; Mugoh et al., 2011). Traditional backup could be added as another method, or
perhaps a specific tactic, under evaluation guidance.

4.1 Adding Rigor to Information Security Risk Assessments

Two categories that must be considered in ensuring the capability to properly respond to a ransomware attack
include having an appropriate backup architecture and protecting the backup systems from ransomware infection
and subsequent encryption. The backup system itself is also a potential target of ransomware attack and must be
protected, as it is the tool ultimately required to respond to an infection and restore data (Brewer, 2017). Any
strategy that backs up systems by means of a network file share is susceptible to a ransomware corruption of the
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datastore. Even if the length of time that the datastore is mounted is kept as short as possible, an active ransomware
attack can latch onto this newly mounted datastore and implant itself to be caught at a future time and then begin
encryption again. In this way, more traditional backup paradigms, where data flow to a backup server that is the
only machine with direct access to the storage, ensure that backups cannot be corrupted in situ. Of course, nothing
prevents the traditional backup system from backing up already-encrypted data, but the mere presence of the
backup system does not, in and of itself, prevent another attack from surfacing for the unsuspecting ransomware
victim.

Because ransomware seeks to implant itself in a system, incubate itself for a period of time while simultaneously
eliminating backup capability, and spread itself as far as possible in the infrastructure, a backup paradigm with
sufficient RPO capability is necessary to restore the system back to the healthy state existent prior the ransomware
infection (Allen, 2017; Brewer, 2017; Lelii, 2017; Richardson & North, 2017). The author recommends three
levels of RPO guidance specifically for addressing ransomware restores. A minimum RPO, in the author’s opinion,
would ensure system restoration back to the state at least three days prior. A conservative approach would be to
have the ability to restore system data up to 14 days prior, and an aggressive state would be to have the ability to
restore a system state up to 21 days prior. Furthermore, for some systems, having a weekly or monthly “full backup”
that is kept for even longer periods, such as 13 months to seven years, provides even more protection for some
insidious situations where ransomware might go undetected for an extended period of time. Of course, it would be
necessary to analyze the usefulness of data that old, as well as the cost to the business for the extended RPO, but
in terms of recovery of old and possibly unsupported (by the primary vendor) systems that are critical to a function
but cannot be upgraded due to point-specific applications, having an older backup of that unique technology might
be acceptable.

Because of the need for point-in-time restoration, traditional backup methodologies based on full backups with
incremental backups between full backups seems to be the best method for achieving the level of stability required
to remediate a ransomware issue. Traditional backup paradigms create the ability to go back to any given day
backed up and to restore a system to that state (Evans, 2014; Laudon & Laudon, 2016).

Thus data protection methodologies such as replication and CDP are often set up to create an immediate copy of
the system or data to respond instantaneously to issues, and they have limited rollback capabilities (Evans, 2014;
Mugoh et al., 2011; Thomas, 2017a). While these paradigms often have versioning capability, they are often limited
to static images of a short-term retention period, with no long-term retention due to the high expense of storage
media and system resources needed for operations and their general availability (Thomas, 2017b). Often, these
paradigms operate with a round-robin methodology that does not catch changes between image periods, and
versions are not saved after they roll out of utilization. For example, if the system makes weekly images on
Mondays, and a file is created on Tuesday and then deleted on Thursday, the file will not show up on next Monday’s
weekly image. If the administrator is also performing daily images, they will have to know specifically which files
existed on which day to try and find the item. This can be a great administrative challenge. Further, once the system
is infected, it’s very likely that replication and CDP images are infected as well, as they likely replicated the
encrypted data instead of taking a copy of the file when it was originally created and storing it in a clean state as a
traditional backup would (Evans, 2014).

Once a proper backup paradigm and backup system are in place, the backup system itself must be protected.
Generally, the backup system can be attacked by means of network access, infected users having access to the
backup system and its storage, and infected user accounts having write access to the backup system (Brewer, 2017).
To mitigate this, system administrators must ensure that the backup system is secure. Only administrators should
have access to the backup system. User accounts should not be able to mount storage from the backup system and
should not be able to write or makes changes to the backup system or its storage. Network connections and storage
sharing should only occur and be permitted when aboslutely necessary.

As an additional safety measure, if the backup system or companion technology keeps track of all of the backup
metadata for an extended period of time, these data can be mined in a specific way that may just be able to identify
a ransomware attack in its early stages. As a ransomware application starts to encrypt the data on the host system
and over the network file system shares, it is, by definition, changing those files. The changed files are then copied
as an incremental backup by the backup software. If enough historical metadata are available from previous
backups of that same dataset on that same day, then as the backups complete a process to compare the sizes of the
dataset, in terms of a trend analysis, backup operators can be informed in real time of any systems experiencing a
higher-than-normal amount of incremental backups. That information can be relayed to the system administration
staff for review and may point to a ransomware encryption attack in process.
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While this isn’t the main, or even secondary, reason for implementing traditional backups in the environment or
as part of the rigor around the NIST SP 800-30 process, it is a side effect and benefit that—with the proper tools
for capturing, analyzing, and reporting on that backup metadata in real time—is another justification for adding
backups to the rigor around that process and standard. Other tools that detect file changes, such as tripwire, are
insufficient to properly detect a ransomware attack because while they take “fingerprints” of files (or at least the
file metadata such as size, owner, permissions, access/modify/change times), files are regularly accessed, and for
any enterprise of sufficient size, there are files modified on the order of terabytes per day with just daily change
rates. It would not be possible to analyze all of the individual files that changed each day from those tools in order
to be an effective measure. Due to the aggregate nature of the backup technology and the metadata associated with
it, using technology capable of capturing the metadata and analyzing trends in that data as a data warehouse
application of sorts can provide yet another use for the backup technology and the large amounts of metadata that,
today, largely are ignored. Any early-detection possibility is an added bonus for using such technology and
capturing, analyzing, and reporting on the metadata.

4.2 A Tool for Additional Rigor in Information Security Risk Assessments

Table 2 depicts the Information Security Risk Assessment Backup System Evaluation Tool, a tool designed to
enhance the rigor for information security risk assessment backup evaluations and to better enable security
professionals to determine risk preparedness to combat ransomware. Further, as previously stated, ransomware

should be added as a specific risk in NIST SP 800-30 guidelines. These items identified in the tool should be
compared to industry best practices and the likelihood of a ransomware attack for the given environment.

Table 2. Information Security Risk Assessment Backup Evaluation Guide

1 2 3 4 5
Backup Factor  General Guidance Success Criteria Findings Recommendations
Backup Does the backup The system must be able to restore
Paradigm paradigm allow fully to the previous state on a given
full point-in-time day.
restores?
RPO Capability How far back can Minimal = 3 days, Conservative = 14

Backup Server

the backup system
create a previous
state?

Who can access

days, Aggressive =21 days

Only backup administrators or those

Access the backup with legitimate need should be able to
server? access.

Backup Server Which systems The backup systems should be

Network can be connected isolated, and only systems with need

Connections to the backup should be able to be connected.
system?

Backup Server Can the backup Backup system storage system

Storage Sharing storage systems sharing should be limited. Other
be shared? systems should not be used as a

“bridge” where unintended users can
write the backup systems.

5. Conclusion

This paper discussed adding rigor to information security risk assessments, specifically to NIST SP 800-30.
Ransomware has been identified as one of the growing threats in the business community, with the potential to
cause tremendous damage and representing 95% of extortion-based malware attacks (Mansfield-Devine, 2016;
Richardson & North, 2017; Symantec, 2016). Ransomware can be addressed after it occurs with sophisticated
backup strategies that utilize a sufficient time-delineated RPO restore point capability (Evans, 2014; Mugoh et al.,
2011). Ransomware should be considered a generalized threat, and provisions should be made in the NIST
guidance documents to help address it and remediate it once it happens. This paper presented a new tool for
conducting backup system evalutations during information security risk assessments that will better enable
auditors to effectively analyze backup systems and improve and organization’s ability to combat and recover from
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a ransomware attack.
References

Allen, J. (2017). Surviving ransomware. American Journal of Family Law, 31(2), 65-68. Retrieved from
https://www.ncbi.nlm.nih.gov/labs/journals/am-j-fam-law/

Bilbao, B. (2015, April 8). Microsofi-security-center.org removal manual. Retrieved November 28, 2017, from
Sensors Tech Forum: https://sensorstechforum.com/microsoft-security-center-org-removal-manual/

Brewer, R. (2017). Ransomware attacks: detection, prevention, and cure. Netowrk Security, 9, 5-9.
http://dx.doi.org.ezproxy.utica.edu/10.1016/S1353-4858(16)30086-1

Collier, R. (2017). NHS ransomware attack spreads worldwide. CMAJ, 189(22), 786-787.
https://doi.org/10.1503/cmaj.1095434

Evans, C. (2014). Backup vs replication, snapshots, CDP and data protection strategy. Retrieved from
ComputerWeekly.com: http://www.computerweekly.com/feature/Backup-vs-replication-snapshots-CDP-in-
data-protection-strategy

Ghosh, S. (2017, June 28). The massive 'Petya’ cyberattack has hit 64 countries so far and there's no kill switch.

Retrieved November 28, 2017, from http://www.businessinsider.com/petya-cyberattack-hit-64-countries-no-
kill-switch-2017-6

Harnedy, R. (2016). 3 better ways to use backup to recover from ransomeware. Retrieved from Barkly:
https://blog.barkly.com/3-better-ways-to-use-backup-to-recover-from-ransomware

Jesson, J., Mattheson, L., & Lacey, F. (2011). Doing Your Literature Review. Los Angeles: Sage Publications Ltd.

KnowBe4. (2017). AIDS Trojan or PC Cyborg Ransomware. Retrieved November 28, 2017, from
https://www.knowbe4.com/aids-trojan

Landoll, D. J. (2012). The security risk assessment handbook: A complete guide for performing security risk
assessments (2nd ed.). [Kindle version]. Retrieved from Amazon.com

Laudon, K., & Laudon, J. (2016). Management Information Systems (14th ed.). Boston: Pearson.

Lelii, S. (2017). WannaCry ransomware attacks shows value of data backups. Retrieved from
http://searchdatabackup.techtarget.com/news/450418934/WannaCry-ransomware-attack-shows-value-of-
data-backups

Longstaff, T. (1989, 12 19). Information about the PC CYBORG (AIDS) trojan horse. Retrieved from
http://www.securityfocus.com/advisories/700

Majauskas, G. (2009, September 2). Nortel Antivirus - How to remove. Retrieved November 28,2017, from Viruses:
https://www.2-viruses.com/remove-nortel-antivirus

Mansfield-Devine, S. (2016). Ransomeware: Taking business hostage. Network Security, 2016(10), 8-17.
Retrieved from http://www.sciencedirect.com/journal/network-security

Mugoh, L., Ateya, 1. L., & Shibwabo, B. K. (2011). Continuous datat protection architecture as a strategy for
reduced data recovery time. Journal of Systems Integration, 2(4), 54-69. https://doi.org/10.20470/jsi.v2i4

NIST. (2017a). Guide for Conducting Risk Assessments. Retrieved from https://www.nist.gov/publications/guide-
conducting-risk-assessments

NIST. (2017b). Technical guide to information security testing and assessment. Retrieved from NIST:
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf

Richardson, R., & North, M. (2017). Ransomware: Evolution, mitigation and prevention. international
management review, 13(1), 10-21. Retrieved from http://www.usimr.org/

Savage, K., Coogan, K., & Lau, H. (2015, August 6). The evolution of ransomware. Retrieved November 28, 2017,
from http://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/the-
evolution-of-ransomware.pdf

Symantec. (2016). Ransomeware and Business 2016. Retrieved November 28, 2017, from Symantec Website:
https://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/ISTR2016_Rans
omware_and_Businesses.pdf

Symantec. (2017). Trojan.Gpcoder. Retrieved November 28, 2017, from
https://www.symantec.com/security response/writeup.jsp?docid=2005-052215-5723-99

24



cis.ccsenet.org Computer and Information Science Vol. 11, No. 1; 2018

Thomas, J. E. (2017a, November 6). Combating ransomware with traditional backups. Retrieved November 28,
2017, from https://www.linkedin.com/pulse/combating-ransomware-traditional-backups-jason-thomas-phd/

Thomas, J. E. (2017b, November 30). Is your backup a real backup? Part II: Combating ransomware with
traditional backups. Retrieved December 5, 2017, from https://www.linkedin.com/pulse/your-backup-real-
part-ii-combating-ransomware-backups-thomas-phd/

Copyrights
Copyright for this article is retained by the author(s), with first publication rights granted to the journal.

This is an open-access article distributed under the terms and conditions of the Creative Commons Attribution
license (http://creativecommons.org/licenses/by/4.0/).

25




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


