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Abstract

Attribute-based anonymous credential schemes allow users to obtain credentials from the issuer and prove the
possession of their attributes interactively and anonymously with service providers. So far, most existing
schemes only consider single-issuer, where some of them are extended to be traceable or revocable. In the reality,
anonymous credential schemes under multi-issuer are more practical, since users could query for credentials
from different issuers and use some of them simultaneously, which is more efficient than showing them
individually. Although there are also multi-issuer schemes where users obtain credentials from different issuers
and show an aggregated credential to service providers, however, these schemes lack practical properties, for
example, revocation of invalid users. In this paper, we propose a multi-issuer attribute-based anonymous
credential with traceability and revocation, which provides traceability of invalid users, and revocation of the
specific users. Users receive credentials from multiple issuers and show an aggregated credential of selective
disclosures of attributes. We provide the security model of our scheme of anonymity and unforgeability. Finally,
we discuss the computational complexity, which shows the practicality and efficiency of our scheme.

Keywords: anonymous credential, multi-issuer, traceability, revocation
1. Introduction

Anonymous credential (AC) was first introduced to allow users to anonymously interact with issuers. Users
obtain credentials from issuers and show their credentials to verifiers. Subsequently, attribute-based anonymous
credential (ABC) was proposed, which allows users to obtain credentials of their attributes from issuers and
prove the possession of these attributes to verifiers. More specifically, users could disclose some of their
attributes or just prove some relations during showing their credentials. Commonly, ABC schemes consider one
issuer and multiple users. Ideally, situations under multiple issuers are more practical. Although single-issuer
ABC schemes can be extended to multi-authority, where the user obtains credentials from different issuers and
separately shows each needed credential to verifiers, and the computation cost is linear to the number of
credentials. Therefore, multi-authority ABC schemes are proposed to solve this problem. As shown in Figure 1,
existing multi-authority ABC schemes use aggregatable signatures, and issue per attribute a credential. User
aggregates the needed credentials and shows the aggregated credential, which leads to constant computation
cost.

So far, various properties have been considered in ABC schemes, such as traceability, revocation, and delegation.
Traceability is that tracing authority (TA) traces out the concrete user when some user invalidly uses credentials.
Revocation, run by revocation authority (RA), occurs after TA traces out the concrete user or user calls for an
active revocation after losing their secret key. Delegation allows delegatable users to issue a more restricted
credential to others. There are many single-issuer ABC schemes that consider some of these properties. When it
comes to multi-authority ABC schemes, only Hébant and Pointcheval (2020) consider traceability. In this paper,
we propose a multi-authority ABC scheme with traceability and revocation, and we next show the intuition of
our scheme.
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Figure 1. Multi-Issuer Attribute-based Anonymous Credential

1.1 Intuition

First, we review the aggregatable attribute-based equivalence class signature proposed by Hanzlik and Slamanig
(2021). Assume that attributes can be described as an attribute name Attr and an attribute value val, for
example, (“age”, 18) represents the age of 18. In this scheme, there is a main secret key msk issuing signing
keys sky., for each attribute name Attr. To sign a message vector M € (G;)'(i € {1,2}) with an attribute
(Attr,val), the signer first calculates the randomness y « F(x, M) using the pseudo-random function on
inputting the PRF key k. Then the;igner cg,mputeS'

Zy = 1_[ M} =g 1y Y = gl/y V, = HAttr(vAttT)l/y

L
i=1
and parse ¢ = (Z,,Y4,Y,, ;) as the signature, where Hyier () = H(pkager || ). The intuition of this signature is
to share the same randomness y « F(x, M) among different attributes under the same message M. Therefore,
n signatures {Z;;, Y, Yz Va,i}, . under the same message M can be aggregated by aggregating {le}

and {szl}i ey TeSPectively and G5 one of the {Yu:Yzl} il

€n]’

Similarly, when constructing a multi-authority ABC scheme using this aggregatable attribute-based equivalence
class signature, different signers represent multiple issuers and each user uses a unique message M. Different
from the above scheme under single-authority using the same signature (Hanzlik & Slamanig, 2021), we need to
solve the problem that different signers should share the same randomness y among different attributes under
the same message M without revealing the randomness to users. Diffie-Hellman key exchange protocol allows
two parties to share a secret key via public communications. This protocol can be extended to triple or even more
parties. Therefore, using this protocol, all signers of the system agree on the same randomness for each user.
User can aggregate any signatures as long as the received signatures are signed for him.

Generally, user owns a pair of secret key and public key (usk,g**), where g € G;(i € {1,2}). To realize
revocation with accumulator, we add ggs" into user’s public key, where g,, € Z;,, and usk is user’s secret key,
since that accumulated element must be Z, in existing accumulator schemes. However, this method leads to a
problem that users could generate multiple ggs" with random exponents except the real usk. Therefore, users
need to prove the consistency of the usk used in g“* and g},fs", and register their identities by calling RA to
add g”Sk into RA’s accumulator. RA revokes one user by removing them from the accumulator and updating
the accumulator value and membership witnesses for valid elements. Inspired by a traceable scheme (Bl&mer &
Bobolz, 2018), we use the same method to realize traceability. Users encrypt their g“* under TA’s public key
as their pseudonyms and give out the corresponding proofs of possession when using credentials. TA can trace
out the concrete user by decrypting the pseudonym.

1.2 Contribution

We propose a multi-authority attribute-based anonymous credential scheme with traceability and revocation.
Specifically, our contributions are as follows:

1) We construct the first multi-authority attribute-based anonymous credential with traceability and revocation,
which can traces out the concrete user when some user breaks the law et al., and revoke the user.

2) We give out the security model and analyze the computational complexity, which shows the practicality and
efficiency of our scheme.
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1.3 Organization

In the rest of our paper, we introduce our related work and preliminaries respectively in Section 2 and Section 3.
In Section 4, we present the syntax and security model of our scheme. Then we show the construction and
security analysis in Section 5. The computational complexity analysis is shown in Section 6. Finally, we
conclude our scheme in Section 7.

2. Related Work

Anonymous credential was first introduced by Chaum (1985) allowing users to interact with issuers
anonymously. Then Brands (2000) proposed an anonymous credential scheme for single-show, and later
multi-show anonymous credential scheme was proposed by Camenisch and Lysyanskaya (2001). Subsequently,
strengthened anonymous credential schemes with different constructions are proposed.

There are also schemes targeting various properties. Traceable anonymous credential constructed using
sanitizable signatures (Canard & Lescuyer, 2013) was found to be insecure by Hébant and Pointcheval (2020)
that public elements would break the semantic security of ElGamal encryption as well as the anonymous
credential scheme. Kaaniche and Laurent (2016) constructed a traceable anonymous credential with
attribute-based signatures, which was also found to be insecure by Vergnaud (2017). Bl&dner and Bobolz (2018)
proposed a delegatable and traceable anonymous credential, where TA uses Cramer-Shoup encryption (Cramer
& Shoup, 1998) to decrypt ciphertext and obtains user’s public key. Hébant and Pointcheval (2020) proposed
traceable anonymous credential schemes under multi-authority using one-time aggregatable signatures with
randomized tags and bounded aggregatable signatures. The tracing method is adding the extra user tracing key to
user and testing if the bilinear pairing equations hold. Lapon et al. analyzed the revocation methods used in
revocable anonymous credential (Lapon, Kohlweiss, Decker, & Naessens, 2011), such as accumulator (Acar, &
Nguyen, 2011; Au, Tsang, Susilo, & Mu, 2009; Camenisch, Kohlweiss, & Soriente, 2009; Camenisch, &
Lysyanskaya, 2002; Derler, Hanser, & Slamanig, 2015; Nguyen, 2005), verifier local revocation (Camenisch,
Drijvers, & Hajny, 2016), revocation list. Typically, there is a pseudonym linked with the credential, thus,
revocation of the credential is the revocation of the pseudonym. Since accumulator can be expressed as a value
for a set of accumulator values and provides membership witnesses for each of them, it is widely used for
revocation as a whitelist (Au et al., 2009; Camenisch et al., 2009; Camenisch, & Lysyanskaya, 2002; Nguyen,
2005) or blacklist(Acar, & Nguyen, 2011; Derler, Hanser, & Slamanig, 2015) putting the valid or invalid item
into it.

3. Preliminaries

3.1 Bilinear Map

Let G;, G, and Gy be cyclic groups of prime order p, e be an efficiently computable bilinear map
e: G, X G, —» G with the following properties:

1) Bilinear: For all generators g € G;,§ € G, and a,b € Z,, e(g% §°) = e(g, .
2) Non-degenerate: For all generators g € G, g € G3, e(g,9) # 1g,.
3) Efficient: For all generators g € G, g € G,, e(g, g) is efficiently computable.

In this paper, we use Type-3 bilinear group (Galbraith, Paterson, & Smart, 2008), which means that G, # G,
and there is no efficient computable homomorphism between them. In the rest of our paper, we parse BG =
(Gy, Gy, G, e,p) « BGGen(1%), where A is a security parameter.

3.2 Aggregatable Attribute-based Equivalence Class Signatures

Structure-preserving signatures on equivalence classes (SPS-EQ) (Hanser & Slamanig, 2014; Fuchsbauer,
Hanser, & Slamanig, 2019) sign equivalence classes [M] of vectors M € (G})!(i € {1,2}) of length | with
equivalence relation: M,M’ € Gj: M~zxM' < 3p € Z;: M’ = MP. Recently, Hanzlik and Slamanig (2021)
propose an aggregatable attribute-based equivalence class signature (AAEQ). Assume that attributes can be
described as an attribute name Attr and an attribute value val, for example, (‘“age”, 18) represents the age of
18. In such a scheme, the main secret key can issue signing keys for attributes (Attr). When signing a message
M or a representative of a class [M] with an attribute signing key, the signing process additionally takes the
attribute value (val) as input. Moreover, signatures under different attribute signing keys can be aggregated into
a valid one if and only if they are signing the same representative M of a class. AAEQ consists of the following
algorithms:

. AAEQ.Setup(l’l, t, l) — (msk, mpk): It takes security parameter A, number of attribute types t, and length
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of signed message [ as input. It first runs BGGen(1*) to obtain BG = (Gy, G,, G, e,p), with generators
g < Gy, § « G,. Parse H:{0,1}* - G,. Then it chooses PRF key x « % and for i € [t]: choose %; « (Zp)
and set Phacer; = (6%), Skaver; = (Pkacery i k) . It outputs
msk = (SkAttrlr "'rSkAttrt)vmpk = (pkAttrlv ---vpkAttrt)-

* AAEQ.AKGen(msk, Attr) — sk Ittakes msk and Attr € [t] as input, and outputs msk[Attr].

* AAEQ.Sign(skustr vAm,M) - o: Parse skyr = (karer %, k), Varer € {0,135, M € (G)'. It first computes
y < F(k,M) Set Hpeer () = H(Pkaeer|l ©) ; compute
Zy = (Hﬁ— M-xl Y=g Y, = GV, = Hypey Wagey)? . Itoutputs o = (Z1,Y1,Y,, V).

* AAEQ. Cthep(M a,/u, mpk) - (M’ c'): Parse M € (G}),,u € Zy. It first chooses ¢ « Zy, and compute
M' = MHt,c =z YV, v Y v,

* AAEQ.Agg(mpk,{o;}) » ¢': Given mpk and set of valid 5|gnatures {o;} = {Z1uY1uqusz} , it returns
LifY,;#Y; or ¥,; #Y,; for i # j. Otherwise, it returns o’ =M Zy Y Yo T V).

* AAEQ.Verify(mpk,A,d',M) — 1/0: Parse mpk = (pkAttrl, . pkAmt) A= (Attrl, vAmL)
([t],£0,1}),0 = (Z,, Y1, Y5, V5), M € (G})*. If the following equations hold, it returns 1, otherwise return[s
[li- e(M;, H1=1 pkAttrj,L) e(Zy, o) ne(Y, g) =e(g Yo) Ae (Yp H1=1 HAttrj (UAttrj)) e(g,V2).

3.3 Dynamic Accumulator

A cryptographic accumulator allows a set of elements to be accumulated into a single value and gives
membership witness for them indicating that they are in the accumulated set. An accumulator is dynamic if
elements can be added into or deleted from the accumulator set, and the corresponding accumulator value and
membership can be updated. In this paper, we use the dynamic accumulator (Au et al., 2009) as a whitelist as
follows:

* ACC.Gen(BG,n) — (sky,pky): Given BG = (G4, G,, Gr,e,p) and maximum accumulated number n, it
first chooses generators g « Gy, § < G,. Then it randomly chooses a « Z, and computes: (gL)LE[n]

(g ) ( l)lE[n] = gOt c - Itreturns SkH =a, Pkn - (BG 9, g; (gl)lE[Tl (g )lE[n)

i€[n
» ACC. Eval(x sk, pkp) = (ITy, aux): Parse X = {xy, ..., xn} e Z,, be n accumulated elements. Compute
(X)) = [ligm(xi + @) = Xisow; - at, set Iy —go(x) =[x ogl te (G1 It returns II, as the accumulator

value, and parses aux = X = {xy, ..., x,,} as the auxiliary infomation.

* ACC. Create(ﬂx, aux, y, skp, pkn) - w,: It takes the accumulator value 11, , auxiliary infomation aux,
the accumulated element y, secret key skp, and public key pkj as input. If y € X, it computes m(X) =
Miepm(xi + @) = Slo i@’ and g(X) = [Teyrey O + @) = Bl w @t where n(X) = g(X)(v + ).
Then it returns w, = [175y §;" asthe membershlp witness for y.

* ACC.Verify(Ily,wy,y,pky) » 1/0: It takes the accumulator value I7,., membership witness w,, the
accumulated element y, and public key pkj asinput. If e(I1,, g, ) = e(g3 9§, w,), it returns 1. Otherwise, it
returns 0.

* ACC.AccUpdate(Ily,y', sky, pky) = IT,: It takes the accumulator value 1T, the element y’, secret key
sky, and public key pky as input. If y’ |s added into the accumulator, it updates the accumulator value

Hx = Hy T 1f y' is deleted from the accumulator, it updates the accumulator value l'[ H /04,

* ACC.WitUpdate (H;C,wy,y’,skn,pkn) — w': It takes the updated accumulator value Hx, membership
witness w, for y, the element y', secret key sk, and public key pk,7 as input. If y" is added into the
accumulator, it updates the membership witness for y wy, = wy ey y' is deleted from the accumulator, it
updates the membership witness for y: wj, = wl v

3.4 Cramer-Shoup Encryption

Cramer-Shoup encryption system (Cramer & Shoup, 1998) is an asymmetric key encryption system that was
first proven to be secure against chosen ciphertext attack. The scheme consists of the following algorithms:

> CS. Setup(l") - ppcs: Given the security parameter A, this algorithm first chooses a cyclic group G with
prime order g, and a collision-resistant hash function: H:{0,1}* - G. It outputs pp.s = (G, q, H).

* CS.KeyGen(ppcs) = (skcs, pkes): Given ppes = (G,q,H) , this algorithm first randomly chooses

ay Qaz Y1 .72

generators g,,g, < G and ay, a3, By, B2, ¥1, V2 < Zq. Then it computes A = g;'g,% B = g1 g2 %C=g."9,.
It OUtpUtS SkCS = (allaZl BlﬂﬁZ'yll )/2): kaS = (gligZ'A'B'C)'
* CS.Encrypt(ppcs, Pkcs,m) — ¢: Given ppcs = (G, q,H), pkcs = (91,92, 4,B,C) and message m € G,
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this algorithm first randomly chooses r « Z, and computes: c¢; = gi,c; = g3,¢3 = C" *m,c, = ATB"",
where w = H(cy, ¢35, ¢3). It outputs ciphertext ¢ = (cq, ¢z, €3, C4).
* CS.Decrypt(ppcs, Skcs, ¢) = m/L: Given ppes = (G, q, H), skes = (a1, @3, B1, B2, Y1, Y2), and ciphertext

¢ = (1, C3,¢4), this algoritem first computes w = H(cy, ¢, ¢;) and checks whether ¢, = cfat"F1cdz+whe

holds. If the equation does not hold, it returns L. Otherwise, it computes and outputs m = c5 - ¢; '* - ¢, 2.

3.5 Diffie-Hellman Key Exchange

Diffie-Hellman key exchange is one of the first cryptographic key exchanging methods over insecure public
channels, which was conceived by Ralph Merkle (1978) and named after Whitfield Diffie and Martin Hellman
(Diffie, & Hellman, 1982). It is used to share a secret key between two parties via public communications.
Denote G is a cyclic group with prime order, g is a generator of G. Assume that Alice and Bob want to agree
on a key for communication. Steps are as follows:

1) Alice randomly chooses a « Z, and computes g* to Bob.
2) Bob randomly chooses b « Zj, and computes gP toAlice.
3) Alice computes (g?)* = g*?, Bob computes (g%)? = g°.

Since Alice and Bob both possess g®?, it can be seen as the secret key for their communication. Obviously, the
key exchange protocol is not limited to two parties. It can be extended to triple, or more parties, as long as every
two participants run the above steps and agree on the final key (Kudla, & Paterson, 2005). Although this method
is insecure against man-in-the-middle attack, variants of Diffie-Hellman key exchange protocols are proposed to
avoid these attacks, for example, Station-to-Station protocol (Diffie, Van, & Wiener, 1992).

3.6 Proof of Knowledge

In this paper, we use the zero-knowledge proof (Goldwasser, Micali, & Rackoff, 1989) to prove knowledge of
discrete logarithms, and relations between them. Denote POK[(w); (x,w) € R] as zero-knowledge proof of
knowledge, where the prover proves knowledge of w such that (x,w) satisfies some NP relations R without
revealing any information about w. A zero-knowledge proof has three properties:

* Completeness: If the prover provides a true statement, the verifier always accepts it, except with negligible
probability.

* Soundness: If the prover cheats and provides a false statement, the verifier always rejects it, except with
negligible probability.

* Zero-knowledge: If the prover’s statement is true, the verifier learns nothing except for the fact that statement
is true. For any verifier, there exists a polynomial-time simulator that produces transcripts indistinguishable from
the view what the verifier produces with the same input.

4. Attribute-based Anonymous Credential

In this paper, we propose a multi-authority attribute-based anonymous credential. There exist multiple authorities
issuing credentials for users. After users obtain their credentials for each attribute, they can aggregate the
necessary credentials and prove their possession of them to service providers. When some users do something
invalid or expire in the system, the tracing authority (TA) can find out the concrete users. After TA traces out
users, or when users initiatively call for revocation after losing their secret key, the revocation authority (RA) can
revoke it. Additionally, users should prove the validity of their identities when showing their credentials.

4.1 Syntax
Our scheme consists of the following algorithms:

. Setup(l’l, K) — (pp): This algorithm takes the security parameter A and number of issuers as input, and
outputs the public parameters pp. Issuers in the system agree on these public parameters.

* IssuerKeyGen(pp,t,1) - (isk,ipk): This algorithm run by each issuer takes the public parameters pp,
number of attribute types t, and length of signed message [ as input, and outputs issuer’s public key ipk and
secret key isk.

* TAKeyGen(pp) — (tsk,tpk): This algorithm run by TA takes the public parameters pp as input, and
outputs the tracing secret key tsk and public key tpk.

* RAKeyGen(pp,n) — (rsk,rpk): This algorithm run by RA takes the public parameters pp and number of
maximum accumulated elements n as input, and outputs the revocation secret key rsk and public key rpk.
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* UKeyGen(pp) — (usk,upk): This algorithm run by each user takes the public parameters pp as input, and
outputs user’s secret key usk and public key upk.

* NymGen(pp, tpk, upk) - (nym, sk,): This algorithm run by each user takes the public parameters pp, TA’s
public key and user’s secret key usk as input, and outputs user’s pseudonym nym and the corresponding
secret sk,,.

* Trace(pp, tsk,nym) — upk: This algorithm run by TA takes the public parameters pp, tracing secret key
tsk and user’s pseudonym nym as input, and outputs the concrete user’s public key.

* Revoke(pp,rsk,rpk,upk) — R: This algorithm run by RA takes the public parameters pp, revocation secret
key rsk, revocation public key rpk, and user’s public key upk as input, and outputs the revocation
information R.

. Issue(pp, ipk, isk,/f,upk) — Obatin(pp,ff,upk, usk,w) = cred: Obatin run by the user takes the
public parameters pp, user’s attributes A, user’s public key upk, secret key usk, and membership witness of
user w as input. Issue run by the issuer takes the public parameters pp, issuer’s public key ipk, issuer’s
secret key isk, user’s attributes A, and user’s public key upk as input. These algorithms are run by issuers and
users interactively, and finally outputs credentials.

. Show(pp, {ipk,}, tpk, rok, upk, usk, {crj},ff’, w, ]R) — Verify(pp,avk, tpk, rpk, nym, ff’,a', ]R) -0/1
Show run by the user takes the public parameters pp, k issuers’ public key {ipk;}, TA’s public key tpk, RA’s
public key rpk, user’s public key upk, user’s secret key usk, credentials {aj}, user’s disclosed attributes /T’,
membership witness of user w, and RA’s revocation information R as input. Verify run by the verifier takes
the public parameters pp, aggregated verification key avk, TA’s public key tpk, RA’s public key rpk, user’s
pseudonym nym, user’s disclosed attributes /Y', user’s credential ¢', and RA’s revocation information R as
input. These algorithms are run by users and verifiers interactively, and finally outputs 1 for success or O for
failure.

4.2 Security Model

In this section, we first discuss the correctness of our scheme, then we give out the security model of our scheme
from the aspect of anonymity and unforgeability. Anonymity is that credentials are unlinkable even when
showing the same credential multiple times. Unforgeablity means that any malicious adversaries can not
impersonate any honest users or forge any credentials not belonging to them for valid use.

Definition 4.1 (Correctness). A multi-authority attribute-based anonymous credential with traceability and
revocability is correct if the following requirements hold:

* For all (usk,upk) generated by UKeyGen(pp) — (usk,upk) and any valid pseudonyms nym generated
by NymGen(pp, tok, upk) - (nym, sk,,), pseudonyms must be ciphertexts under TA’s public key. TA can
trace any users through their pseudonyms by Trace(pp, tsk,nym) — upk.

* If issuers’ public key ipk secret key isk, and user’s public key are valid, credentials generated by
Issue(pp, ipk,isk, A, upk) < Obatin(pp, A, upk, usk, w) — cred are correct.

* If user’s credential and pseudonym are valid, and zero-knowledge proofs are correct, user can successfully
pass the verification in Show(pp, {ipk,}, upk, usk,{o;},A’,w) & Verify(pp, avk,nym,A’,¢') > 0/1.

* For all unrevoked users whose pseudonyms are in the accumulator, they can successfully obtain or show their
credentials. For all revoked users whose pseudonyms are not in the accumulator, they cannot receive any new
credentials from issuers or show any existed credentials to verifiers.

Definition 4.2 (Anonymity). A multi-authority attribute-based anonymous credential with traceability and
revocability is anonymous if credentials are unlinkable for multiple uses.

Definition 4.3 (Unforgeability). A multi-authority attribute-based anonymous credential with traceability and

revocability is unforgeable if malicious adversaries can not impersonate honest users or forge any credentials for
valid use.

5. Construction
5.1 Our Scheme

In this section, we will give out our concrete construction. As mentioned in Section 1.1, in order to aggregate
signatures from different issuers, issuers should use the same randomness y for the same user. Therefore, each
time the user registers, all issuers agree on a randomness for this user using Diffie-Hellman key exchange
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protocol.

* Setup(1*,K) - (pp): Given the security parameter A and the number of issuers, the system first runs
BGGen(1%*) and CS.Setup(1*) to obtain BG = (G4, G,, Gr,e,p) and ppcs, With generators g « Gy, § <
G,. Denote H:{0,1}" - G, g, < Z,. It outputs the public parameters pp = (BG,ppcs, 9,3, 9p, H). K Issuers
in the system agree on these public parameters.

* IssuerKeyGen(pp,t,1) - (isk,ipk): Given the public parameters pp, number of attribute types t, and
Iengtp of signed message [, each i§suer j chooses a key x for pseudonym random function F and ¥; <
(Z,) andsets ipk; = pkaer, = (§*0), isk; = skaeer, = (Pkacer, %) for i € [t].

* TAKeyGen(pp) — (tsk,tpk): Given the public parameters pp, TAruns CS.KeyGen(ppcs) to obtain sk
and pk.s. Then it parses tsk = sk.g and outputs tpk = pks.

* RAKeyGen(pp,n) - (rsk,rpk): Given the public parameters pp and number of maximum accumulated
elements n, RAruns ACC.Gen(BG,n) toobtain skp,pky. It parses rsk = skp, and outputs rpk = pky.

* UKeyGen(pp) — (usk,upk): Given the public parameters pp, the user randomly chooses usk < Z, and
computes upk = (upk,,upk,) = (g“s",g;,‘s"). User gives upk to RA, along with proof of knowledge of the
possession of usk and upk,, upk, both use the same exponent: POK[(usk);upk, = g** Aupk, = g;,‘s"].
Then RA adds upk, into list U and registers user: ACC.Eval(U,rsk,rpk) — (II, aux), where U represents
lists of valid users public key, and generates membership  witness for  him:
ACC. Create(H, aux, upk,,rsk, rpk) — w. Issuers agree on a randomness for this user using Diffie-Hellman
key exchanging protocol: 1) Issuer i computes y; = F(x;, upk,) and gives ggi to the other K — 1 issuers. 2)
After receiving elements from the other issuers, issuer i computes y = g,’{l'"y’(. Thus, issuers use the same
randomness for the same user.

* NymGen(pp, tok, upk) — (nym, sk, ): Given the public parameters pp, TA’s public key tpk and user’s
public key upk = (upk,,upk,), user encrypts upk, using TA’s tpk to obtain his pseudonym:
CS.Encrypt(ppcs, tok, upk,) — nym. The randomness r used in the encryption is sk,,.

* Trace(pp, tsk,nym) — upk: Given the public parameters pp and user’s pseudonym, TA uses tsk to
decrypt CS.Decrypt(ppcs, tsk,nym) and obtain user’s public key upk,.

* Revoke(pp,rsk,rpk,upk) - R : Given the public parameters pp and wuser’s public key
upk = (upk,, upk,), RA first updates the list of valid users U by removing the upk, from the list. Then RA
uses his secret key rsk and public key rpk to update the accumulator value
ACC.AccUpdate(Il, upk,, rsk,rpk) —» II' and membership witnesses for other wvalid users i :
ACC.WitUpdate(Il', w;, upk,, tsk, tpk) - w;. Membership witnesses are stored in Wit[upk;,| = w;. The
algorithms output revocation information R = (I1’, Wit).

. Issue(pp, ipk, isk, 4, upk) < Obatin(pp, A, upk, usk, w) — cred: These algorithms run by the user and
issuer interactively contain the following steps:

1) User gives his public key upk and attributes /T={(Attr1,val1), ., (Attrp,val,)}, along with
zero-knowledge proof of knowledge of possession of usk and witness w to issuer i , where t' <t:

POK[(usk, w); upk, = g*** Aupk, = gi** AN ACC.Verify(Il, w, upk,, rpk) = 1].

2) Issuer i checks the POK with user. If it does not hold, then the algorithm aborts. Otherwise, issuer computes
signatures for each Attr; and gives {UAm,-}, . touser as his credentials:
et
AAEQ.Sign(iskl-[Attrj],val}-,upkl) = Opger)-
. Show(pp, {inky}, tpk, rpk, upk, usk, {O’j}, /T’, w, ]R) — Verify(pp, avk, tpk, rpk, nym, /T’,a’, ]R) - 0/1
These algorithms run by the user and service provider interactively contain the following steps:
1) User aggregates credentials of disclosed attributes A AAEQ.Agg({o—j}) - o, and aggregates the
corresponding issuers’ public key: avk = {ipk,}. Then he randomizes the signature and public key:
AAEQ.ChgRep(upk,,o,u, avk) - (upki,a') using the randomness u. User generates pseudonym for himself
and the credential: NymGen(pp, tpk, upk) — (nym,n,). User calculates R = g and gives upkj,o’,nym,
A', avk, R along with zero-knowledge proof of knowledge of possession of the credential:
POK [(usk, u, 7, w,upk,); R = g* Aupk; = gt A nym =
CS.Encrypt(ppcs, tok, upk,;1,) NACC. Verify(Il, w, upk,, rok) = 1],
2) Service Provider first checks the validity of the given signature: AAEQ.Verify(avk, Ao upk;). If it does
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not hold, the algorithm aborts. Otherwise, he checks the POK interactively with user.
5.2 Security Analysis

Theorem 5.1 (Correctness). If aggregatable attribute-based equivalence class signature, cramer-shoup encryption,
dynamic universal accumulator, Diffie-Hellman key exchange protocol, and the zero-knowledge proofs are
correct, our multi-issuer attribute-based anonymous credential scheme is correct.

Theorem 5.2 (Anonymity). If aggregatable attribute-based equivalence class signature provides perfect adaption,
cramer-shoup encryption is CCA-secure, our multi-issuer attribute-based anonymous credential scheme is
anonymous.

Theorem 5.3 (Unforeability). If aggregatable attribute-based equivalence class signature is unforgeable,
cramer-shoup encryption is CCA-secure, dynamic universal accumulator is collision-resistant, our multi-issuer
attribute-based anonymous credential scheme is unforgeable.

We omit details since the proofs are simple.
6. Computational Complexity

In this section, we analyze the computational complexity during issuing and showing a credential. In issuing
process, each issuer performs 3 exponentiations in G, 2 exponentiations in G, to sign per attribute, plus 10
exponentiations in G, 5 multiplications in G;, 5 pairings, 4 exponentiations in Gy, and 4 multiplications in
G for the interactive Schnorr-like proof with knowledge of usk, w,upk, (Schnorr, 1991; Boneh, Boyen, &
Shacham, 2004). User performs 7 exponentiations in Gy, 1 exponentiation in G,, 2 multiplications in G, 1
multiplication in G, 3 pairings, 3 exponentiations in G, and 2 multiplications in Gy for proof of possession
of usk, w,upk,. In showing process, assume that user shows k attributes obtained from K issuers. The user
performs k - 1 multiplications in G;, k - 1 multiplications in G, to aggregate k signatures, and 3
exponentiations in G,, 2 exponentiations in G, to change the aggregated signature into another one on
equivalence classes, plus 7 exponentiations in G,, 1 exponentiation in G,, 2 multiplications in G,, 1
multiplication in G,, 3 pairings, 3 exponentiations in G, 2 multiplications in Gy for proof of possession of
usk, u, 1, w, upk, (Schnorr, 1991; Boneh et al., 2004; Au, Susilo, & Mu, 2010). The verifier first performs 5 +
k pairings and 2k multiplications in G, to check the validity of the given signature. Then he performs 10
exponentiations in G, 5 multiplications in G;, 5 pairings, 4 exponentiations in Gy, 4 multiplications in Gy
for the interactive proof of knowledge with user.

7. Conclusion

In this paper, we propose the first multi-issuer attribute-based anonymous credential scheme supporting
traceability and revocation. We also give out security model and computational complexity analysis of our
scheme, which indicates that our scheme is practical and efficient. For future work, we envisage extending our
scheme with the delegation and revocation of credentials.
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