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Abstract

The article analyses prospects for business development under the conditions of a digital revolution-introduction
of cloud computing. The article examines economic indicators of the development dynamics of modern
communications system and analyses sociological data on cost behaviour of business information services. Data
on the development strategy of cloud technologies in the system of integrated communications is outlined.
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1. Introduction

The scaling process of a business IT infrastructure, located on an enterprise site may be slow, and organizations
often fail to achieve the optimal level of IT infrastructure use.

Cloud technologies are a paradigm shift, which provides support for calculations with the use of the Internet.
Cloud computing service consists of highly optimized and virtualized data processing centres that ensure
provision of a variety of software, hardware and information resources, when their use is necessary (Handler,
Barbier, & Schottmiller, 2012).

Businesses can connect to the cloud computing in order to use available resources and in fact pay only for the
amount of used services. This helps companies avoid capital costs for installation of additional infrastructure at
their sites as well as instantly increase or decrease the amount of computing resources used according to their
business needs (Research in action White Paper: the hidden costs of managing applications in the cloud, 2013).
Hybrid Cloud is a combination of private and public models of integrated communications. In a hybrid cloud
environment individual resources are made or used in the public cloud environment, while others are made or
used at the customer site, in a private cloud environment. This enhances efficiency of business.

The oil and travel industries are quite volatile sectors of the economy and often face global challenges, which

business interprets in the following way: "The whole idea is a game with very high stakes", "a distinctive feature
n n

of our business is the technologies that we use", "we need a way to move in this direction and rapidly develop
such a system".

2. Methodology

The overall picture of the cloud technology use can only develop under integral understanding of the general
properties, which are the subject of generalization and synthesis of basic scientific concepts. In this paper, we
used the method of empirical analysis, the main point of which is to study the obtained results and statistics. The
empirical analysis is used at the stage of superficial acquaintance with the object of study and gives an
opportunity to learn about the phenomenon, however, it is insufficient to gain insight into the essence of
phenomena. At the same time, without understanding what cloud computing really has something to offer in the
future, it would be premature to move to a large-scale study of the phenomenon. Currently, scientists are
conducting a synthesis of the results and efficiency of the cloud technology use. Development of cloud
technologies is associated with such concept as property. Thus, it is necessary to determine the effectiveness of



www.ccsenet.org/ass Asian Social Science Vol. 11, No. 19; 2015

using cloud computing by various owners. The segment of cloud computing offered to business is not as
extensive and as of today we need to understand who will control such technologies. The answer to these
questions will allow businesses to build their information strategy to promote their goods to the market. Margaret
Rose (2014), Mohamed Handakva (2012) and Michelle Maltais (2012) examined this topic in their works.

3. Results of the Research
3.1 Reasons for the Cloud Technologies Development

Cloud technologies win one over with their simplicity, convenience, flexibility, and functionality. They can
greatly simplify the task of a traditional IT service to update and maintain the unity of business communications
and specialized software based on them. Small businesses have limited resources and capabilities to invest in
their own IT infrastructure, cloud computing may be the most effective tool, as it requires minimal time to
expand and scale, which is so important for the media and convergent journalism, as a sphere of media business.

However, except for quite functional convenience and risks, the important factor in choosing "cloud" computing
is the desire of media business to save on IT services. Mass media that use "cloud" technologies reduce the costs
of establishing and supporting their own IT infrastructure, as the main benefit of its use is the fact that you pay
only for access to necessary computing power and business applications. At the same time, the economic
efficiency of using "cloud" computing depends on the maturity level of the media business’ IT infrastructure.
Mass media who decide to transfer the standard IT infrastructure to "cloud" computing must understand that the
transition process is quite expensive and they will be able to experience financial benefits only in a few years.
But if an IT infrastructure is organized from the ground up, it is possible to significantly increase economic
efficiency of the company.

In each of these cases, the key to success of integrated communications for mass media and convergent
journalism was the use of cloud computing, namely, public cloud, a new paradigm of applications development
and processing of large amounts of data.

1) Consider data on the impact of cloud services on the IT-budget of the firm based on the results of a sociological
survey (The hidden truth about cloud spending) published in 2011, 55% of respondents indicated that the costs
increased for: virtualization of data, 51% for ensuring IT-security, 50% - compliance with standards and
management, network equipment, 44% for server utilization, 43% of respondents indicated that costs increased for
network software, data storage, software server maintenance (Technology Hardware, 2014).

Thirty two percent of respondents indicated that the costs decreased due to introduction of cloud services into
server services, 20% noted cost savings through the use of server software, 19% through the use of commercial
software, and 18% of respondents indicated that the costs decreased due to introduction of programs aimed at
improving PC performance. A global survey of IT-directors of financial companies conducted by Aite Group in
October 2013 showed that 50% of them were going to use private clouds in the next two years. 41% of financial
companies are using clouds for software testing, 28% place a variety of business applications there, 24% contain
data processing centres in the cloud, and 21% permanently store data there. The total amount of the public cloud
market in Russia in 2012 amounted to15.6 billion roubles or 466 million dollars. The United States (Analytical
Report "Collaborating in the cloud". (Forbes Insights, (Cisco), 2013). Here we include web hosting, cloud
communications and collaboration, and business applications. We would like to highlight separately that the
future is in "elastic" services when the user does not pay for a fixed rate plan with a fixed configuration of virtual
capacity and software, but for the actual amount of cloud services used, as it is implemented, for example, by
Info box. Infrastructure as a service proved to be the most popular service on a global scale and amounted to
41% and on average the more developed the cloud market is in the region, the higher the proportion of the
infrastructure as a service in total scope of the Internet market. And on the contrary, the share of cloud
communications and business applications at emerging markets is lower - about 35%. In Russia 88% of micro
businesses, 65% of small and 47% of medium-sized companies do not have servers at all - neither internal nor
cloud ones - but in the United States it is 43%, 4% and 2% respectively. The difference is huge. Moreover, in
Russia 5%, 15% and 22% of those, who have some servers, use cloud resources, and in the United States the
ratio is 20%, 32% and 43% respectively, a significant difference in these cross-cultural comparisons determines
strategic prospects for the introduction of cloud technologies into various types of business.

3.2 Integration of Communications to the Cloud
There are several major strategic guidelines for the transfer of a company’s activity to the cloud environment.
The first reason is scaling, when a business is free to scale used resources.

The second reason is elasticity, an organization is able to use a wide range of tools to perform data analysis,
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graphics processing, video streaming and preform any other task.

And the third - access to databases and calculations in real time for mass media and convergent journalism. On
the PC everything happens in real time, allowing you to make quick decisions.

The last reason is of fundamental character, the matter concerns a transition from acquisition of IT equipment for
projects for later use on their sites to the model in which you purchase a service as you use it. The user has
access as needed, and it provides greater flexibility in terms of profit and loss - this is a model of operation of
many companies around the world.

Consider the practice of integrated communications for using digital services in the modern world. In 2010,
business mainly used the non-cloud technology in the amount of 22 zettabytes.

2) According to experts (Smith & Mitchell, 2014; Ellison, 2014; 13" International Conference on Grid Computing,
2012) the global IT industry awaits a real boom in the cloud computing. According to the research (Cisco Global
Cloud Index Report) (Analytical Report "Collaborating in the cloud." (Forbes Insights, (Cisco), 2013), by 2018
volume of traffic in global IP networks and Internet traffic will reach 1.6 zettabytes, and data processing centres
traffic will grow from 3.1 to 8.6 zettabytes per year. For more efficient use of the cloud under conditions of
communications integration experts give the following recommendations:

e Optimize the storage environment, which means categorization of data and selection of the appropriate storage
level for it, including flash drives.

e Use a converged infrastructure, characterized by highly efficient use of resources, equipment density, energy
efficiency and cost effectiveness.

o Use software-defined solutions (Software-defined, SDx), including storage systems, networking and security.

e Work of end-users also needs to be optimized, and in this case automation, adaptive technologies come to the
rescue.

e Client systems also need upgrading.

e Formation of the monitoring system. Thanks to the use of a monitoring and management powerful platform,
issues in the cloud can be identified before they become serious.

e The larger the scale of the cloud, the stronger the information security should be. Pay attention to the new
generation of safety technologies, which cover physical, logical levels and the cloud.

e Increased use of virtualization as a base of the cloud environment. For this purpose it is important to choose a
virtualization platform.

Considering modern business costs for IT-security, it should be noted that from 2008 to 2012, costs increased by
74%, according to the company (SG Cross Assert Research) main items of costs for security are the following:
providing protection at the user level (5.4 billion US dollars in 2012), corporate security (4.4 billion US dollars
in 2012), backup and data recovery (4.4 billion US dollars in 2012).

However, these revolutionary possibilities are accompanied by a whole new set of problems that devalued many
of the traditional methods of information security in terms of integration of the business environment
communications. Most providers of "cloud" technologies limit indemnification of damages in case of a security
breach with the cost of their services - even if the breach occurred through their fault. Organizations, working in
the field of high technologies, telecommunications, entertainment and media, faced with a number of new and
ever more significant security threats, including targeted persistent attacks, destructive hacking with a
combination of social and political activity. Media organizations should seek ways to maintain and strengthen
security in the era of globalization of the Internet, when both third parties and digital supply chains are becoming
an integral part of their business models in terms of integration of business environment communications.
Information security problems and cyber risks of the modern society have become the priority media
management issues of many companies. The same problem exists at the political level (Litvinenko, 2012, pp.
403-408; Potolokova & Kurysheva, 2013, pp. 266-269; Nikonov, 2013, pp. 241-246).

The changing nature and types of cyber risks make them extremely relevant to heads of companies operating in
the high-tech, telecommunications, entertainment and media sphere. Significance of the threat of
public/industrial espionage and malicious software, aimed at the destruction of industrial operating environments
and SCADA systems, is determined by the size of the company. According to the research (Eliminating barriers,
2013), these types of attacks are seen as medium or high threat by heads of 67% large organizations working in
the field of high-tech, telecommunications, entertainment and media, and only by 33% of top managers of

10



www.ccsenet.org/ass Asian Social Science Vol. 11, No. 19; 2015

smaller companies (with less than 10 thousand employees). Such a perceptible difference suggests that large
organizations need to ensure that their small contractors take all necessary safety precautions. The degree of
criticality of the problem also varies across segments of the industry: 82% of media companies believe that these
types of attacks present a low threat, while 50% of companies from the high-tech sector perceive this threat as a
high or medium one (Open Systems of Publications, 2014). It is undeniable that any organization is vulnerable; it
is not possible to avoid all the threats (IT Control Objectives for Sarbanes-Oxley, 2014). That's why
identification of actual incidents and a response to them, along with prevention of threats, becomes more and
more important. Indeed, today organizations working in the field of high- tech, telecommunications,
entertainment and media sectors pay more and more attention to cyber recovery, not just security. In fact,
companies operating in the sphere of high technologies, telecommunications, entertainment and media, where
there is no effective system of business continuity management, are unlikely to consider themselves ready to face
the threats posed by the modern aggressive business environment.

3.3 Business Strategies and Goals of Cloud Technologies Use

About a third of organizations working in the field of high-tech, telecommunications, entertainment and media
are already using cloud computing environments to store both critical and secondary computer programs. Among
these respondents, 39% (but in the entertainment and media sector - 61%) store important data in the cloud
environment. However, many respondents acknowledged that with the use of cloud services, there are no safety
guarantees and security is often sacrificed for convenience.

Organizations, working in the field of high-tech, telecommunications, entertainment and media, should actively
cooperate with external business partners in order to gain an understanding of their security practices and
achieve greater effectiveness, as well as to ensure the ability of their online activity to recover rapidly.

The average annual growth of the global market in cloud analytics will exceed 26% in the near future. Cloud
analytics - a rapidly developing field that combines cloud and Big Data technologies. Many organizations of
mass media, advertising and marketing communications use analytical tools to better understand customer
behaviour and explore the various market factors affecting the growth/decline of the market, increase in profits,
customer loyalty and reduction of costs. Among the leading players in this market are HP, IBM, Microsoft,
Oracle and SAP. Cloud analytics helps organizations make important business decisions.

The main driver for an enhanced analytical platform is the widespread prevalence of Big Data. Through a
combination of automation, user involvement and information flows at market sites Big Data become available
to the public and take place in a number of vital usage models, which are radically changing the market. Texts of
social media resources: wide variety of data, including structured data, texts and media content at different social
media websites. These data include information which any business can process to find valuable new ideas.

It is these infrastructure components of integrated communications (flexible web and server hosting,
management systems of intranet and corporate portals) that became the main driver of growth in the cloud
market and not the cloud business applications (accounting, sales management, etc.).

The most recent innovation in the integrated communications system is social networks. We can assert that social
networks can become the biggest or one of the biggest trends in integrated communications over time as they
allow people to join groups, share information and work together to solve various problems. Providing more
effective opportunities for data exchange between people and their collaboration has always been the main factor
in the evolution of technology worldwide, and social networks are something entirely new.

We can name the following examples of how cloud technologies are used to implement business strategies and
achieve objectives (Cybersecurity Fundamentals Study Guide, 2014, p. 161):

e Creating flexible work/office spaces. Over a third of organizations representatives (39%) claim that they
widely used cloud applications to increase staff flexibility. Tools provided by cloud technologies, which include
voice, video, e-mail, instant messaging, data management, as well as access to the relevant key business
processes, help employees to get information, share it and perform their duties at anytime and anywhere.

e Use of video communication in meetings. Forty two percent of all companies (and 89% of leaders) use voice
communication, supplemented by streaming video, provided by means of the cloud. There are many benefits, for
example, high efficiency of communication is achieved due to the ability to assess a range of interpersonal
communication of an interlocutor.

¢ Creating workspaces for internal communities and working teams. Thirty nine percent of respondents say that
they take significant steps to achieve the most advanced state: fully digital workspace for collaboration in the
form of workspaces for internal communities and working teams. This indicator reaches 72% among the leaders,
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for which going beyond the functional framework and boundaries of time zones are of high priority. Often at the
heart of these initiatives there is a kind of a specially created social network, deliberately adapted to the interests
of a business.

Forty nine percent of respondents said that heads of business units, that is, heads who are not involved in IT,
engage more and more in selection and implementation of collaboration tools based on cloud technologies, as
well as management of related processes. Moreover, this indicator rises to 75% in leader companies and 60% in
groups of followers.

It should be noted that the higher the level of mastering cloud-based collaboration in a company, the wider the
area of heads' influence not involved in IT directly. Number of cases, when respondents note that some head
influences such decisions, increases significantly in leader companies. This is true both in terms of senior
executives and in relation to managers of individual areas.

Table 1. Who influences in the business structure decision-making regarding joint work on the basis of cloud
computing? (A survey made by (Forbes Insights) commissioned by (Cisco), was conducted in October 2012, and
532 senior executives of multinational companies took part in this survey)

Total Lagging Leader
Centre 39% 31% 58%
Marketing 37% 28% 57%
Operations Management/Executive Director 40% 36% 54%
Production. 34% 23% 54%
Chief Financial Officer 50% 46% 53%
Customer Service 37% 31% 53%
Human Resource Management 36% 30% 50%
Design/Development 36% 26% 49%
Vice president of IT 36% 21% 49%
Chief Executive Officer 39% 41% 44%
Chief Technology Officer 36% 31% 40%
Chief Information Officer 31% 16% 39%

4. Discussion

Today the topic of cloud technologies usage in Russia is quite relevant. Earlier we talked about the fact that
Russian business does not use the cloud technology sufficiently. According to Glazunov S., who answers the
question why cloud technologies in Russia still have not reached a world scale: incomprehension and quite a
normal feeling of extreme caution towards all the innovations relating to such a serious issue, as a business
enterprise "(Glazunov, 2013). The topic of cloud technologies is being studied in the Russian science. It was
addressed by Tumanov Y. L. (2012), Petrov D. L. (2011, 2010, pp. 180-197), Odegov, S. V. (2013). Research
results led to the following conclusions: optimization of joint work naturally leads to increased productivity.
Today the cloud is by far the most effective way to use collaborative technologies. Therefore, now it is high time
executives followed leading companies in implementation of solutions for collaboration based on the cloud
technologies. Successful development of electronic businesses is based on such important elements as
technological innovations, management flexibility (network approach), focus on electronic means of
communication, outsourcing and so on.

5. Conclusion

By type of property cloud structures are divided into three types: public (open), private and hybrid. Open (public)
clouds are available to the public; they belong entirely to an external provider and use their resources. Most
frequently the cloud implies an open cloud, when a service is provided through a web-application. Typical
examples are Yandex, Mail.ru or Google email clients. Private clouds are placed in the company's internal
network and controlled from within. Functions of private clouds are the same as of the open ones, but a level of
security is higher, since only an internal network is used for data exchange. Hybrid cloud is a combination of a
public and private cloud, used services are located in both open and closed environments.

Wholesale and retail trade sectors became the largest customer in the niche of the public cloud. The second place
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is shared by the media and the telecommunications sectors, the third - by all kinds of IT services. A leader in the
private cloud usage is the financial sector, trade and telecommunications took the second and third places in
popularity respectively. As usual, information security when using cloud solutions and the lack of specificity in
the long-term cost of ownership became the most important limiting factors for growth of the Internet economy
and the media market.

The cloud provides many opportunities and benefits for solving the problem of intruders. Companies Microsoft,
Google, Sales force and other providers of access services to the cloud environment can implement a variety of
services and security technologies, concentrate the efforts of the best employees on the planet for this purpose.
Companies like Google, Microsoft and Sales force are able to provide data protection services to their customers
who use Gmail and Google Docs. Most importantly, these companies have the motivation to provide a higher
level of openness when problems arise, they can discuss them with each other and customers to understand the
essence of encountered problems and possible solutions.

In connection with the growing pace of work on formation of Russia's information society infrastructure,
relevance of using cloud computing as an important underlying cause of this infrastructure becomes apparent.
The main motivation for most mobile business people is the ability to accelerate decision making and reduce the
cost of key processes.

Cloud technologies create a link between the transformation of IT and business, providing a business with a
competitive advantage, which is reflected in a significant and long-term reduction of capital and operating costs,
a possibility of more effective risk management and reduction of the time for introducing new products and
services to the market.

It is the widest use of automated systems based on computer technology, databases and telecommunications
equipment that allow us to speak about integrated communications in internal and external environments of an
enterprise. Modern electronic business has a very different style of management from the one during the
industrial stage of economic relations. Thus, the study on cloud technologies has pragmatic goals. The results of
the study help businesses take measures to establish their own security or information systems.
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