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Abstract 
The artwork market is plenty of unauthorized reproduction of original products. One of the most varies filed is 
the counterfeiting of Authenticity Certificate related to paints, lithography, sculptures, etc., with the aim to create 
an illegal market of reproduced copies. To resolve this problematic, it is possible change the current paper 
certificate, related to a single artwork, with a digital version, which will contain some specific information, 
related to the artwork itself. In this paper, starting with the well-known advantages given by the biometry 
paradigm in human authentication, we propose a method able to distinguish the single “non-living” objects. In 
other words, we propose an approach that, by using the random inimitably characteristics, is able to uniquely 
identify artworks such as painting, lithographs, sculptures, etc. In this way it could be possible creating a secure 
digital certificate of authenticity (digital COA). Due to the high density information available in modern 
acquisition media, it is possible using a Speckle Metrology approach. During verification phase, the same area 
has to be acquired, to extract embedded verification data. It is possible to secure this data using a private key, 
necessary for accepting the digital signature. The presence of possible geometrical distortions between image 
present in the certificate and acquired during the verification phase, it is necessary applying geometrical 
corrections based on affine transformation, before executing the correlation methodologies, used in speckle 
metrology. 

Keywords: artworks authentication, biometry, hylemetry, image processing, speckle metrology 

1. Introduction 
When we purchase a work of art, the main problem is to obtain a genuine certificate of authenticity (COA).  

There is a great misuse of “certificate of authenticity”; if the COA is not directly originated by the artist, it is 
pretty much meaningless. In any case, even if the certificate of authenticity shall be made by the artist, in general, 
is relatively simple to clone it. Moreover, the certificate of authenticity is very often directly made by the seller.  

In a simple, a dishonest seller can duplicate both the certificate of authenticity that the work of art. In this way, a 
copy of the certificate of authenticity can be used to pass off as a genuine a non-original work. 

Figure 1 shows some examples of "classic" paper certificates of authenticity, and it is pretty clear to see they are 
relatively easy to fake. 
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2. Biometry vs. Hylemetry 
2.1 Introduction to Hylemetry 

The traditional ways for establishing the authenticity of sensible objects, such as documents, banknotes, 
packaging and high value products rely on the presence of secret identifiers or on complex’s manufacture 
process, which is hard to overcome, or counterfeit. Classic examples are barcodes, holograms, RFID, etc.  

In any case has to be considered that the difficulty to duplicate, it does not mean inability to duplicate: “what one 
man can make, another can copy” (Nmab, 1993). Observe that conventional RFIDs could be easily copied and 
counterfeited and thus, are not capable of resolving the problem or tag authenticity (DeJean & Kirovski, 2006, 
2010). 

Currently, the unique identification of persons process is based on use of non-reproducible physiological or 
behavioral characteristics. Distinctive biometric features enclose fingerprints, hand geometry, retina, iris patterns, 
voice waves, DNA, handwrite signatures, etc.; this methodology is called biometric authentication (Woodward et 
al., 2002). 

Biometric authentication is centered on the acquisition of individual human physical qualities, used to compose a 
template (feature vector) for further biometric identification (Woodward et al., 2002; Jain et al., 2011). 

This template is compared with that extracted during the testing phase to determine whether a person is who he 
claims to be. Because of difficulty of acquiring in different phases, and with different acquisition systems, the 
same model, a verification method based on a set of thresholds is expected. 

For an inanimate object, any model made to a particular technology can be replicate employing like tools. On the 
other hand, each pattern generated by random processes is a feature not replicable that can be exploited for 
hylemetric identification (Melen, 1999; Zhu et al., 2003). 

2.2 Hylemetric Characteristics 

In biometric authentication, the acquired feature should have the following properties (Cozzella et al., 2012b): 

 Universality: characteristic has to be present in all the individuals; 

 Permanence: characteristic stable over time; 

 Uniqueness: samples related to different individuals should be as unlike as possible;  

 Robustness: samples related to the same individual should be as close as possible;  

 Availability: easy to acquire with a dedicated sensor; 

 Acceptability: people shall consider the acquisition method as nonintrusive; 

 Forge Resistance: the acquisition system should be arduous to deceive. 

A system used for authentication of non-living objects (hylemetric authentication), should have similar 
properties. 

In general, in hylemetric verification the feature vector (template) should have the following characteristics 
(Clarkson et al., 2009): 

 Exclusivity: Each object must be distinguishable from all others; 

 Stability: feature vector should be confirmable by multiple entities for all lifetime of the object; 

 Shortness: template should be short and easily computable; 

 Resistance to imitation: feature vector should be hard or impossible to duplicate; an object in such a 
way that the clone to express the same template as the original one. 

Each random or hard-to-reproduce texture, can be potentially exploited in as hylemetric features. Good 
hylemetric features have to content also the following necessities: 

 it has to be simple repeatable and reliable to extraction the feature vector;  

 the template must be manufactured at low cost, compared with a chosen level of security; 

 the cost of exact or near-exact replication of the random structure employed as hylemetric features has 
to be significantly greater than the commercial value of the cloned object; 

 the cost of the authenticity verifying procedure has to be small, again compared with a chosen level of 
security. 



www.ccsen

 

3. Hyleme
In any artw
artworks, 
process. A
structures 
the same i
hylemetric
random pa
function (G
from the r
from three

 

 
If we refe
acquisition
geometrica

Figure 3(a
(Figure 3(
verificatio
The next s

net.org/apr 

etric Characte
work is possib
due to the wa

Analyzing som
in all of them
information re
c digital certifi
attern difficult
Goldreich, 200
eported examp

e different artw

er, for sake of
n area and, in
al distortion th

a) shows the 
(b)) are report
n phase and th

step, is the con

eristics Identi
ble finding a ch
ay on which t
me different e
. Figure 2(a) r
elated to a lith
ficate of authen
t/impossible to
01), defined in
ples are shown

works, and prod

Figure 2. (

f simplicity, o
nside it, selecti
hat can be intro

oil painting a
ted the trust p
he related trust
nstruction of a 

Applied 

ification on Ar
haracteristic, w
they are produ
examples, rep
reports an oil p
hography, and 
nticity is based
o reproduce. T
n the followin
n in Figure 2 to
duced with dif

(a) oil paint; (b

only to oil pai
ing the trust p
oduced in verif

and the related
oints (four in 

t points used to
HHP related t

Physics Resear

121 

rtworks 
which matches
uced, have an

ported in Figu
paint, with high

Figure 2(c) r
d on the extra
This allows de
ng as Hylemet
oo. It is easy t
fferent instrum

b) stone lithogr

int, reported i
points. The tru
fication phase.

d identified au
this example)

o geometrically
to information

rch

s with the prev
n intrinsic rand
ure 1, it is p
hlighted the ce
related to a sc
action, from a 
efining the hy
tric Hash Patte
to notice that t

ments and techn

raphy (c) sculp

n Figure 2(a)
ust points are 
. 

uthentication a
). Figure 3(c) 
y correct this i

n acquired in th

vious reported
domness, due 

possible identi
ertificate area,
culpture. The p
specific area o

ylemetric appro
ern (HHP). Th
the three HHP
niques, are very

pture 

, the first step
used to allow

area. On the a
shows the are

image before th
he interested ar

Vol. 5, No. 6;

d lists. In partic
to the hand-m

ifying speckle
 Figure 2(b) sh
process to cre
of an artwork,
oach as a one
he HHPs extra

Ps, even if extra
y similar. 

p is identifyin
w the correctio

authentication
ea acquired du
he matching p
rea. In the rep

2013 

cular, 
made 
e-like 
hows 
ate a 
, of a 
-way 
acted 
acted 

 

ng an 
on of 

area 
uring 
hase. 
orted 



www.ccsen

 

example, 
thresholdin
typical spe
inserted (w
also presen
digitally s
infrastruct

In other w
trust point

 

Figure 3

 
4. Hyleme
The first s
the authen
identical z
introduced
bigger or 
some roto
introduced
trust point
becomes v
authentica
defining th

net.org/apr 

the HHP is c
ng (see Figure
eckle metrolog
with low resol
nt the HHP re
igned, using a
ture (FIPS, 201

words, in the dig
s, the Hylemet

3. (a) oil painti

etric Verificat
step to verify t
ntication area 
zone to that p
d. In other wor
smaller piece 

o-translation (r
d by the optics 
ts, applies im
very similar o

ation. As descr
he correct amo

carrying out w
 3(d)). The res

gy techniques, 
lution) in a dig
elated to the a
a classic Digit
13). 

gital certificate
tric Hash Patte

ing with authe
during verific

ion Phase 
the authenticity

(IT − Test Im
present in the
rds, acquiring t
of image arou
referred to or
system itself (

mage transform
of the image 
ribed in (Gonz
ount of trust po

Applied 

with a grey-le
sult has speckl
as described i

gital authentic
authentication 
tal Signature a

e of authentici
ern encrypted (

entication area;
cation phase; (

y of artworks 
mage). During 
e certificate of
the authenticat
und the intere
riginal certific
(e.g. barrel). T

mations (e.g. p
(IC) linked to 
ales, 2009; Va
oints on the tw

Physics Resear

122 

eveling, high 
e-like appeara
in the followin
city certificate.
area. To avoid

approach (Dig

ty we have: th
(HHPC

*), the d

; (b) authentica
(d) Hylemetric

(in our examp
the process o

f authenticity. 
tion area with 
sted region (w
cation image).

To correct all th
polynomial, af

Hylemetric H
andome, 2010)
wo figures. Tru

rch

pass filtering,
ance, allowing 
ng sections. Th
. On the digita
d certificate di
ital Signature 

he verification 
decryption key

ation area with
c Hash Pattern 

ple oil paint) co
of acquisition 

Besides, som
a typical digit

with consequen
. Also, the im
he reported dis
ffine, reflectiv
Hash Pattern p
) is possible ad
ust points are 

, normalizatio
to applying, in

he image show
al authenticity
igital counterf
Standard - D

area in low de
y. 

h trust points; (
– HHP 

onsists of acqu
it is not pos

me geometric 
al camera, it is
nt scale error 
mage can be 
stortions, the sy
ve, etc.) so th
present in the

djusting a grea
locations pres

Vol. 5, No. 6;

on, and subseq
n verification p
wn in Figure 3(
y certificate wi
feiting, it has t
SS), based on

efinition (IC
(LD)

 

(c) area acquir

uiring the ima
ssible acquirin
distortions ca

s easy that we 
introduction), 
full of distor

ystem, by mea
hat Test Image
e digital certif
at quantity of e
ent in both the

2013 

quent 
phase, 
(b) is 
ill be 
to be 

n PKI 

), the 

ed 

ge of 
ng an 
an be 
get a 
with 

rtions 
ans of 
e (IT) 
ficate 
errors 
e two 



www.ccsenet.org/apr Applied Physics Research Vol. 5, No. 6; 2013 

123 
 

images, which identifying the same real point. 

In this work, we have used affine transformations to achieve the correction of geometric distortions. Verification 
software, after having acquired the trust points, applies the correct transformation, which allows obtaining a 
corrected version of IT to be used during matching phase. 

After having applied geometrical transformation, it is possible extracting the HHPT from the transformed image 
I’T. The process is the same used for creating the HHPC related to certificate image (the necessary procedure to 
obtain HHPT must be reported on the digital certificate authentication). 

The last step consisting in matching HHPC and HHPT, the Hylemetric Hash Pattern extracted from the digital 
authenticity certificate (and related to IC), and from the geometrically corrected test image I’T respectively. 

Due to possible residual geometrical distortion and presence of noise, it is usual to obtain a HHP different in 
comparison to that present in the authenticity certificate, also in case of original artwork verification. Therefore, 
considering that the HHP has a casual structure, to allow the comparison among HHPT and HHPC, in this paper a 
verification approach based on digital cross-covariance calculation is proposed, similar to the one used in 
speckle field measurement (Sjӧdahl, 2000). 

In this work, the used cross-covariance formula is: 

*
1

*

( ) ( )
( , ) .

( ) ( )

C T

C T

F HHP F HHP
C x y F

F HHP F HHP
 


 
   
 
 

                           (1) 

In Equation (1) (∆x, ∆y) represent the correlation peak coordinates, where F and 1F  are forward and backward 
Fourier Transform operators, respectively, and * indicates the complex conjugate.  
The Equation (1) can be efficiently calculated using a Fast Fourier Algorithm (Brigham, 1988). The coefficient α 
has the aim to control the correlation peak width. Optimum values range are from α = 0 for image characterized 
by high spatial frequency content and high noise level, to α = 0.5 for low noise image with less fine structure. 
For α values greater than 0.5 the high frequency noise is magnified. In our experiment we have always used α = 
0.5 values. 

As in biometric approach, also Hylemetry introduces a correlation threshold, necessary to define if the two HHP 
are similar enough to be considered the same. The threshold used in this paper is defined as follow: 

false artwork
.

    genuine artwork

C T

C T
 

 


 

                                 (2) 

The appropriate threshold is chosen in such a way as to minimize the False Acceptance Rate (Jain et al., 2011), 
such as the percentage of fake artworks identified as genuine, respect the total quantity of authentication checks. 
It has to be observed that the introduction of geometrical adjustment has highly reduced False Rejection Ratio, 
due to genuine artwork recognized as counterfeited. 

Figure 4 shows the previously described process in a visual and schematic way. 
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6. Conclusion 
In this paper an innovative methodology, founded on Hylemetry, was demonstrated, which allows to produce not 
duplicable certificate of originality. The chosen hylemetric characteristic allows to obtain high verification rates, 
thanks also to a geometrical correction preprocessing, executed in manual way, to correct errors and 
misalignments of acquisition during the verification procedure. The proposal method allows to generate a unique, 
Hylemetric Hash Pattern, used for verifying object authenticity. The usage of a well-known and highly 
consolidated speckle metrology matching algorithm allows to be confident on the obtained results and the 
robustness of the procedure. It is also possible to implement a securing method, based on DSS, for protecting 
digital certification of authenticity from copy attack, the most used method in this situation. Future studies for 
obtaining an automatic system able also to determine an optimum threshold, are in progress, with the aim to be 
independent from the interested object. 

Very recently, the van Gogh museum and the FUJIFILM Belgium have developed a new and unique 
reproduction process able to reproduce the textured detail of Van Gogh's artworks in accurate color. This new 
method of reproduction of the paintings allows you to achieve the best fine art replicas ever seen. These copies 
replicate exactly the format, the color brightness, and texture of the original (Fujifilm, 2013; Van Gogh Museum, 
2013). In future studies we want to verify whether our method works well on these copies of the highest quality. 
In particular we will try to check if you can distinguish a copy from the original and a copy from another. 
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